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ផ្នែកទី ១៖ សេចកតីសនតើម 
ក.  គោលបំណង 
១.  វធិាន និងនើតិ្វ ិ្ ើននការចូ្លជាសមាជិកថ្នន លផ្លា ស់បតូរទិននន័យករពុជា (ថ.ន.ទ.) ្ តូ្វានគរៀបចំ្គ ើង 

 ណផែកតារសាា រត្ើននអ្នុ្កឹត្យ១៦៤ អ្ន្ក.បកចុ្ោះនថៃទើ២៤ ណខសើហា ឆ្ន ២ំ០២១ សតើពើការផ្លា ស់បតូរ
ទិននន័យតាររយៈថ្នន លផ្លា ស់បតូរទិននន័យករពុជា គដាយកំណត់្លរែិត្អំ្ពើលកខខណឌ  និងកាត្ពវកិច្ចរបស់
សមាជិក ថ.ន.ទ. កនុងការផ្លា ស់បតូរទិននន័យកនុង្កបខណឌ អ្នតរ្បតិ្បត្តិការ ្បកបគដាយសុវត្ថិភាព 
ត្មាា ភាព និងគណគនយយភាព។  

ខ.  អ្នកគ្បើ្ាស់ និងវសិាលភាពននការអ្នុវត្ត 
២. វធិាន និងនើតិ្វ ិ្ ើគនោះ ្តូ្វានគ្បើ្ាស់ស្មាប់្បតិ្បត្តិករ ថ.ន.ទ. សមាជិក ថ.ន.ទ. និងភាគើពាក់-

ព័នធ គដើរបើធានាឱ្យាននូវនិរនតរភាពននការគ្បើ្ាស់ ថ.ន.ទ. និងការការពារផល្បគោជន៍របស់
សមាជិក ថ.ន.ទ. ។ វធិាន និងនើតិ្វ ិ្ ើគនោះ មានវសិាលភាពអ្នុវត្តចំ្គពាោះ រាល់្បតិ្បត្តិការផ្លា ស់បតូរ
ទិននន័យតាររយៈ ថ.ន.ទ. រវាងសមាជិក ថ.ន.ទ.  ណដលររួមានសមាជិកគដាយសវ័យ្បវត្តិ និង
សមាជិកគដាយការគសនើសុំ។ ចំ្គពាោះការផ្លា ស់បតូរទិននន័យពាក់ព័នធនឹងវសិ័យការពារជាតិ្ សនតិសុខ និង
សណ្តត ប់ធាន ប់សាធារណៈ ្តូ្វអ្នុវត្តតារលិខិត្បទដាា នគតិ្យុត្តពាក់ព័នធកនុងវសិ័យការពារជាតិ្ សនតិសុខ 
និងសណ្តត ប់ធាន ប់សាធារណៈជា្រមាន។   

គ.  ការគ វ្ើបច្ចុបបននភាព "វធិាន និងនើតិ្វ ិ្ ើ" ចូ្លជាសមាជិក ថ.ន.ទ. 
៣. ្បតិ្បត្តិករ ថ.ន.ទ. ណដលមាន្កសួងគសដាកិច្ច និងហរិញ្ញវត្ថុ ជាអាណ្តពាាលបគច្ចកគទស និង

ហរិញ្ញវត្ថុ ្តូ្វពនយល់ណណនា ំនិងបក្សាយអំ្ពើវធិាន និងនើតិ្វ ិ្ ើគនោះ ជូនដល់សមាជិក ថ.ន.ទ. និង
្តូ្វគ វ្ើបច្ចុបបននភាពវធិាន និងនើតិ្វ ិ្ ើគនោះ កនុងគពលគវលាសរ្សបតារការចាាំច់្ គដើរបើឆាុោះបញ្ច ងំពើ       
បទពិគសា្ន៍ននការអ្នុវត្តជាក់ណសតង និងគឆាើយត្បគៅនឹងការគ វ្ើវគិសា្នករាច្ាប់ និងលិខិត្បទដាា ន
គតិ្យុត្តពាក់ព័នធនានា។  

ឃ. វាកយសពទបគច្ចកគទស 
៤.  វាកយសពទបគច្ចកគទសគៅកនុងវធិាន និងនើតិ្វ ិ្ ើគនោះមានន័យដូច្ត្គៅ៖ 

- កូដនើយករា (Encryption) សំគៅដល់ការបំណបាងព័ត៌្មាន ឬទិននន័យគៅជាកូដពិគសសណ្ត
រួយណដលគគរិនអាច្យល់ ឬគ្បើ្ាស់ាន។ 

- កំណត់្្តាគអ្ ចិ្្ត្និូក (Timestamp) សំគៅដល់កំណត់្្តាណដល្តូ្វានបគងកើត្គ ើង 
ទាក់ទង ទទួល រកាទុក ឬដំគណើ រការកនុង្បព័នធគអ្ ចិ្្តូ្និក ឬស្មាប់បញ្ជូ នពើ្បព័នធគអ្ ចិ្
្តូ្និករួយគៅ្បព័នធគអ្ ចិ្្តូ្និករួយគទៀត្។  

- ចំ្នួន្បតិ្បត្តិការ (Number of transaction) សំគៅដល់ចំ្នួនននការគសនើសំុទិននន័យរកកាន់
អ្នកផដល់ទិននន័យ ណដលរួយ្បតិ្បត្តិការ្តូ្វានកំណត់្យកគៅគពលណដលអ្នកផដល់ទិននន័យ
គឆាើយត្បគៅវញិគដាយគជាគជ័យតារត្្រូវការននការគសនើសុំទិននន័យគនាោះ។  
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- ទិននន័យគោល (Base registry) សំគៅដល់ទិននន័យរូលដាា នណដលសថិត្គ្ការការ្គប់្គង
របស់្កសួង-សាថ ប័នមានសរត្ថកិច្ចណដលជាមាច ស់ទិននន័យគដើរ គហើយមានណត្មាច ស់ទិននន័យគដើរ
គទណដលមានសិទធិគ វ្ើបច្ចុបបននភាពទិននន័យទាងំគនាោះ្សបតារច្ាប់និងលិខិត្បទដាា នគតិ្យុត្ត
ជា្រមាន មានជាអាទិ៍ ទិននន័យអ្្តានុកូលដាា ន ទិននន័យបញ្ជ ក់អ្ត្តសញ្ញ ណ (លិខិត្ឆាងណដន, 
បណណគបើកបរ, បណណរបបសនតិសុខសងគរ) ទិននន័យោនយនត  ទិននន័យគសដាកិច្ចនិងហរិញ្ញវត្ថុ 
ទិននន័យ្ុរកិច្ច ទិននន័យអ្ច្លនវត្ថុ ទិននន័យេូរិសាស្រសត ទិននន័យចំ្ណូលសារគពើពនធនិងរិនណរន
សារគពើពនធ ទិននន័យអ្ប់រ ំ ទិននន័យការងារ ទិននន័យធានារា៉ា ប់រង ទិននន័យរបបសនតិសុខសងគរ 
ទិននន័យសុខាេិាល និងទិននន័យរដាាលថ្នន ក់គ្ការជាតិ្។ 

- ទិននន័យរូលដាា ន (Database) សគំៅដល់បណតុ ំ ននទំនាក់ទំនងទិននន័យ ឬព័ត៌្មានណដលរកា
ទុកកនុងកំុពយូទ័រតារវ ិ្ ើណ្តរួយ គដាយកនុងគនាោះ វាផដល់ភាពងាយ្សួលកនុងការគរើល បណនថរ 
ណសវងរក ឬគ វ្ើបច្ចុបបននភាពទិននន័យ។ 

- មា៉ា សុើនគរសុវត្ថិភាព (Security server) សំគៅដលម់ា៉ា សុើនគរណដលមានតួ្នាទើគផទៀងផ្លទ ត់្ការ
គសនើសុំគឆាើយត្ប (request-response) របស់្បព័នធបគច្ចកវទិាព័ត៌្មានណដលគ វ្ើការផ្លា ស់បតូរ
ទិននន័យ្បកបគដាយសុវត្ថិភាព គហើយមានតួ្នាទើជាអ្នកគ វ្ើកូដនើយករា និងវកូិដនើយករាគលើ
ទិននន័យ។  

- មាច ស់ទិននន័យគដើរ (Original data owner) សំគៅដល់្កសួង-សាថ ប័នណដលមានសិទធិអំ្ណ្តច្
គពញគលញកាន់កាប់ទិននន័យជារបស់ខាួន និងណដលមានសរត្ថកិច្ចកនុងការគ វ្ើបច្ចុបបននភាពទិននន័យ។ 

- យថ្នេូត្ភាព (Authenticity) សំគៅដល់ការបញ្ជ ក់អ្ត្តសញ្ញ ណអ្នកគ្បើ្ាស់កំុពយូទ័រកនុង
គោលបំណងសនតិសុខ គដាយការគផទៀងផ្លទ ត់្ (គ ា្ ោះ គលខសមាៃ ត់្ កាត្ ្កគ ៉ា នដ សំគ ង 
ណេនក រុខ ។ល។)។ 

- វធិាន និងនើតិ្វ ិ្ ើ (Rules and Procedures) សំគៅគលើឯកសារគនោះ និងឧបសរព័នធណដល្តូ្វ
ាន្គប់្គងគដាយច្ាប់នន្ពោះរាជាណ្តច្្កករពុជា។ ្បសិនគបើវធិានណ្តរួយមានលកខណៈ
ផទុយនឹងច្ាប់ ឬបទបបញ្ញត្តិនន្ពោះរាជាណ្តច្្កករពុជា វធិានគនាោះ្តូ្វាត់្សុពលភាពអ្នុវត្ត
គដាយរិនប៉ាោះពាល់ដល់សុពលភាពអ្នុវត្តននវធិានគផេងៗគនាោះគទ គហើយ្កសួងគសដាកិច្ច និង
ហរិញ្ញវត្ថុនឹងគ វ្ើវគិសា្នករាវធិានគនាោះឱ្យមានសុពលភាពអ្នុវត្តគ ើងវញិ។  

- វធិាន (Rules) សំគៅគលើបញ្ញត្តិនើរួយៗននវធិាននិងនើតិ្វ ិ្ ើគនោះ។  
- សនតិសុខបគច្ចកវទិាព័ត៌្មាន (Cyber security) សំគៅដល់បគច្ចកវទិា្បឆ្ងំនឹងការគ្បើ-
្ាស់ទិននន័យព័ត៌្មានគដាយោា នការអ្នុញ្ញ ត្។ 

- សនាធ នករាននករាវ ិ្ ើកំុពយូទ័រ (Application Programming Interface  ឬគៅកាត់្ថ្ន API)  
សំគៅដល់្ច្កគច្ញចូ្លសតង់ដារណដលអ្នុញ្ញ ត្ឱ្យទិននន័យអាច្ផ្លា ស់បតូរពើ្បព័នធបគច្ចកវទិា
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ព័ត៌្មានរួយ គៅ្បព័នធបគច្ចកវទិាព័ត៌្មានរួយគផេងគទៀត្។ ការផ្លា ស់បតូរទិននន័យ គឺត្្រូវឱ្យ
្សបតារលកខខណឌ ណដលានកំណត់្។ 

- សមាជិក (Member) សំគៅគលើសមាជិកគដាយសវ័យ្បវត្តិ និងសមាជិកគដាយការគសនើសុំ 
ណដលសមាជិកនើរួយៗ អាច្ជាអ្នកទទួលទិននន័យ និង/ឬ ជាអ្នកផតល់ទិននន័យណដល្តូ្វាន
អ្នុញ្ញ ត្ជាផាូវការឱ្យផ្លា ស់បតូរទិននន័យ តាររយៈថ្នន លផ្លា ស់បតូរទិននន័យករពុជា ។  

- ហត្ថគលខាឌើជើថល (Digital signature) សំគៅដល់ទិននន័យ ណដលភាជ ប់នឹងសារគអ្ ចិ្- 
្តូ្និក គដើរបើបញ្ជ ក់អ្ត្តសញ្ញ ណននហត្ថគលខើឌើជើថល និងគផទៀងផ្លទ ត់្សាថ នភាពគដើរននសារ 
គអ្ ចិ្្តូ្និក ណដលហត្ថគលខើឌើជើថលានចុ្ោះហត្ថគលខា។ 

ផ្នែកទី២៖ េមាជិកភាព 
ក.  ្បគេទននសមាជិក ថ.ន.ទ. 
៥. សមាជិក ថ.ន.ទ. ្តូ្វានណបងណច្កជាពើរ្បគេទររួមាន៖ សមាជិកគដាយសវ័យ្បវត្តិ និងសមាជិក

គដាយការគសនើសុំ ណដលសមាជិកនើរួយៗអាច្ជាអ្នកទទួលទិននន័យ និង/ឬ ជាអ្នកផតល់ទិននន័យដូច្
មានណច្ងកនុងមា្តា៩ ននអ្នុ្កឹត្យគលខ១៦៤ អ្ន្ក.បក ចុ្ោះនថៃទើ២៤ ណខសើហា ឆ្ន ២ំ០២១ សដើពើ
ការផ្លា ស់បដូរទិននន័យតាររយៈថ្នន លផ្លា ស់បដូរទិននន័យករពុជា ។  

៦. សមាជិកគដាយសវ័យ្បវត្តិ ជាវសិ័យសាធារណៈណដលមានជាអាទិ៍ ្កសួង សាថ ប័ន អ្ងគភាពសាធារណៈ
្បហាក់្បណហល ្គឹោះសាថ នសាធារណៈរដាាល សហ្ោសសាធារណៈ អ្ងគភាពសវ័យភាពហរិញ្ញវត្ថុ
ដនទគទៀត្ និងរដាាលថ្នន ក់គ្ការជាតិ្។ 

៧. សមាជិកគដាយការគសនើសុ ំ ជាវសិ័យឯកជនណដលមានជាអាទិ៍ ្កុរហ ុន/សហ្ោសពាណិជជករា 
សមាគរ និងអ្ងគការរិនណរនរដាា េិាល ណដលានចុ្ោះបញ្ជ ើ្តឹ្រ្តូ្វ្សបតារច្ាប់ នន្ពោះរាជាណ្ត-
ច្្កករពុជា។  

ខ.  លកខខណឌ ជាក់លាក់ស្មាប់សមាជិក ថ.ន.ទ. 
៨.  សមាជិកគដាយសវ័យ្បវត្តិ ្តូ្វគោរពតារលកខខណឌ ជាក់លាក់ដូច្ខាងគ្ការ៖ 

- រាល់ការផ្លា ស់បដូរទិននន័យ កនុង្កបខណឌ ទិននន័យគោល គដើរបើផដល់គសវាសាធារណៈ និងកនុង្កប-
ខណឌ អ្នតរ្បតិ្បត្តិការនន្បព័នធបគច្ចកវទិាព័ត៌្មាន ្តូ្វគ វ្ើគ ើងគៅគលើ ថ.ន.ទ. ណត្រួយគត់្ 

- ្តូ្វសហការ និងស្របស្រួលជារួយ្បតិ្បត្តិករ ថ.ន.ទ. កនុងការគរៀបចំ្ណបបបទ និងនើតិ្វ ិ្ ើ ឬ
អ្នុសេរណៈននការគោគយល់ោន  ស្មាប់ការផ្លា ស់បតូរទិននន័យគលើ ថ.ន.ទ. និងអាច្មានការ
ណកស្រួលណបបបទ និងនើតិ្វ ិ្ ើ ឬអ្នុសេរណៈននការគោគយល់ោន  តារការចាាំច់្ និង 

- រិនត្្រូវឱ្យដាក់ពាកយគសនើសុំចូ្លជាសមាជិកគនាោះគទ និងរិនអាច្គាោះបង់សមាជិកភាពាន
គនាោះគទ គវៀរណលងណត្កនុងករណើ សមាជិកគដាយសវ័យ្បវត្តិគនាោះ ្តូ្វានរលំាយគចាល ឬគ វ្ើ 
សមាហរណករាជារួយសាថ ប័នដនទ ្សបគៅតារច្ាប់ និងលិខិត្បទដាា នគតិ្យុត្តណដលមាន
ជា្រមាន។ 
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៩. សមាជិកគដាយការគសនើសុំ ្តូ្វគោរពតារលកខខណឌ ជាក់លាក់ដូច្ខាងគ្ការ៖  
- ្តូ្វធានាថ្នរាល់ការទទួលយក និងផ្លា ស់បតូរទិននន័យ រិនផតល់ការគំរារកំណហងដល់សនតិសុខ
ជាតិ្ រិនប៉ាោះពាល់ដល់ភាព្សបច្ាប់ននផល្បគោជន៍សាធារណៈ សណ្តត ប់ធាន ប់ និងផល
្បគោជន៍សងគរ សិទធិឯកជនរបស់មាច ស់ទិននន័យ ឬប៉ាោះពាល់ដល់នគោាយសាធារណៈរបស់រដា  

- ្តូ្វធានាានថ្ន ទិននន័យណដលានផ្លា ស់បតូរតាររយៈ ថ.ន.ទ. ្តូ្វានគ្បើ្ាស់កនុងគោល-
បំណងននការគ វ្ើ្ុរកិច្ច និងសងគរកិច្ច ្សបតារអ្នុសេរណៈននការគោគយលោ់ន  ្ពរទាងំ
ច្ាប់និងលិខិត្បទដាា នគតិ្យុត្តជា្រមាន 

- ្តូ្វធានាាននូវគុណភាព និងសុវត្ថិភាព្បព័នធបគច្ចកវទិាព័ត៌្មាន 
- ្តូ្វមានគហដាា រច្នាសរព័នធបណ្តត ញ និងសមាា របរកិាខ របគច្ចកវទិាព័ត៌្មានសនូល គដើរបើប្រុង
ស្មាប់្បតិ្បត្តិការ គដាយធានានូវសនតិសុខ សុវត្ថិភាព សុ្កឹត្ភាព និងគុណភាព្បព័នធ 

- ្តូ្វមានលទធភាពដំគ ើងមា៉ា សុើនគរសុវត្ថិភាព កនុងបណ្តត ញ្បព័នធបគច្ចកវទិាព័ត៌្មានរបស់ខាួន  
- ្តូ្វមានសរត្ថភាព ចូ្លររួសហការជារួយ្កសួង-សាថ ប័ន មានសរត្ថកិច្ចពាក់ព័នធកនុងការចាត់្
វធិានការគឆាើយត្ប គលើការវាយ្បហារ្បព័នធបគច្ចកវទិាព័ត៌្មាន និង 

- ្តូ្វទទួលបនទុកចំ្ណ្តយពាក់ព័នធនឹងនថាសមាជិកភាព។ 

គ.  នើតិ្វ ិ្ ើននការដាក់ពាកយគសនើសុំចូ្លជាសមាជិក ថ.ន.ទ. 
១០.  ដូច្មានណច្ងកនុងកថ្នខណឌ ទើ៨ ននវធិាន និងនើតិ្វ ិ្ ើគនោះ, សមាជិកគដាយសវ័យ្បវត្តិ ណដលជាវសិ័យ   

សាធារណៈ រិនត្្រូវឱ្យដាក់ពាកយគសនើសុំចូ្លជាសមាជិក ថ.ន.ទ. គនាោះគទ ប៉ាុណនត្តូ្វសហការជារួយ
្បតិ្បត្តិករ ថ.ន.ទ. កនុងការគរៀបចំ្អ្នុសេរណៈននការគោគយល់ោន  ឬណបបបទ និងនើតិ្វ ិ្ ើស្មាប់
ការផ្លា ស់បតូរទិននន័យគលើ ថ.ន.ទ. ។ អ្នុសេរណៈននការគោគយល់ោន  ្តូ្វចុ្ោះហត្ថគលខាររួោន គដាយ
តំ្ណ្តង្កសួងគសដាកិច្ច និងហរិញ្ញវត្ថុ និងតំ្ណ្តងសមាជិកគដាយសវ័យ្បវត្តិ។    

១១.  គដើរបើអាច្កាា យជាសមាជិកគដាយការគសនើសុំ, វសិ័យឯកជន ្តូ្វបំគពញពាកយគសនើសុំ និងភាជ ប់រក
ជារួយនូវសំណំុឯកសារដូច្ខាងគ្ការ៖ 

- ពាកយគសនើសុំចូ្លជាសមាជិក ណដល្តូ្វចុ្ោះហត្ថគលខាគដាយនាយក្បតិ្បត្តិ/្បធានសាថ ប័ន/អ្នក
តំ្ណ្តង្សបច្ាប់ ដូច្មានភាជ ប់កនុងឧបសរព័នធ ១  

- បញ្ជ ើរាយនារបុគគលទំនាក់ទំនង និង្កុរការងារបគច្ចកគទស និង្ុរកិច្ច ស្មាប់គរៀបច្ំការ
ត្ភាជ ប់្បព័នធបគច្ចកវទិាព័ត៌្មានគៅគលើ ថ.ន.ទ. និង 

- ឯកសារចាាំច់្ ណដលអាច្បញ្ជ ក់ពើគុណវឌឍិ្ គប់្ោន់ កនុងការចូ្លជាសមាជិកគដាយការគសនើសុំ
ដូច្ានកំណត់្កនុងកថ្នខណឌ ទើ៩ ននវធិាន និងនើតិ្វ ិ្ ើគនោះ។  

១២.   ្បតិ្បត្តិករ ថ.ន.ទ. នឹងពិនិត្យគៅគលើសំគណើ សុំចូ្លជាសមាជិក និងគុណវុឌឍរិបស់សាថ ប័ន ណដល
ានដាក់ពាកយគសនើសុំ រុននឹងគឆាើយត្បជាផាូវការ។ សំគណើ សុំចូ្លជាសមាជិកគដាយការគសនើសុំអាច្្តូ្វ
ានបដិគស្ កនុងករណើ ណដលពាកយគសនើសុំចូ្លជាសមាជិក រិនបំគពញតារលកខខណឌ ណដលាន
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កំណត់្កនុងវធិាន និងនើតិ្វ ិ្ ើគនោះ និងច្ាប់ និងលិខិត្បទដាា នគតិ្យុត្តជា្រមាន។ ្បតិ្បត្តិករ           
ថ.ន.ទ. អាច្យល់្ពរ ឬបដិគស្ គលើពាកយគសនើសុំតារឆនាទ នុសិទធិរបស់ខាួន។  

១៣.   បនាទ ប់ពើទទួលានលិខិត្ឯកភាពជាគោលការណ៍ពើ្បតិ្បត្តិករ ថ.ន.ទ. ឱ្យចូ្លជាសមាជិកគដាយ
ការគសនើសុ,ំ សាថ ប័នណដលដាក់ពាកយគសនើសុំ្តូ្វបំគពញកាត្ពវកិច្ចដូច្ខាងគ្ការ៖  

- គរៀបចំ្ណផនការសករាភាពស្មាប់ការគ វ្ើសនាធ នករាននករាវ ិ្ ើកំុពយូទ័រ (Application 
Programming Interface-API) 

- បំគពញត្្រូវការបគច្ចកគទស និងកាត្ពវកិច្ចគ វ្ើគត្សតសាកលបងណដលកំណត់្គដាយ្បតិ្បត្តិករ 
ថ.ន.ទ. និង 

- គរៀបចំ្ការងារគផេងៗ តារការកំណត់្របស់្បតិ្បត្តិករ ថ.ន.ទ. ។  
១៤.   សាថ ប័នដាក់ពាកយគសនើសុំ ណដលទទួលានលិខិត្ឯកភាព ជាគោលការណ៍ពើ្បតិ្បត្តិករ ថ.ន.ទ. ្ តូ្វ

អ្នុវត្តតារលកខខណឌ ត្្រូវ ននលិខិត្ឯកភាពជាគោលការណ៍ កនុងរយៈគពលណដលានកំណត់្។  
កនុងករណើ ចាាំច់្, សាថ ប័នណដលដាក់ពាកយគសនើសុំ អាច្សុំពនារគពលជាផាូវការជាលាយលកខណ៍អ្កេរ
រក្បតិ្បត្តិករ ថ.ន.ទ. គដើរបើពនារគពលអ្នុវត្តកាត្ពវកិច្ចដូច្មានណច្ងកនុងកថ្នខណឌ ១៣ ននវធិាន 
និងនើតិ្វ ិ្ ើគនោះ ណផែកគលើរូលគហតុ្ច្ាស់លាស់ និងរិនបងកផលប៉ាោះពាល់នានាដល់សមាជិក ថ.ន.ទ. 
ដនទគទៀត្។ ្បតិ្បត្តិករ ថ.ន.ទ. មានឆនាទ នុសិទធិកនុងការយល់្ពរ ឬបដិគស្ គលើសំគណើ សុំ 
ពនារគពល។ កនុងករណើ សាថ ប័នដាក់ពាកយគសនើសុំ ណដលទទួលានលិខិត្ឯកភាពជាគោលការណ៍  
ពើ្បតិ្បត្តិករ ថ.ន.ទ. និងរិនអ្នុវត្តកាត្ពវកិច្ចកនុងរយៈគពលណដលានកំណត់្ គដាយរិនមានការ
គសនើសុំពនារគពល ឬជូនដំណឹងណ្តរួយ, ្បតិ្បត្តិករ ថ.ន.ទ. មានឆនាទ នុសិទធិ កនុងការលុបគចាល
ពាកយគសនើសុំរបស់សាថ ប័នណដលានដាក់ពាកយ។  

ឃ. ត្្រវូការបគច្ចកគទស  
១៥. សមាជិក្តូ្វគោរព និងអ្នុវត្តតារឯកសារដូច្ខាងគ្ការ៖ 

- ឯកសារណណនាកំនុងការដំគ ើងមា៉ា សុើនសុវត្ថិភាព (Security Server Installation Guideline) 
- ឯកសារណណនាសំ្មាប់ការគ្បើ្ាស់ API និង API Catalog  
- ឯកសារធានានូវគុណភាព និងសុវត្ថិភាព្បព័នធបគច្ចកវទិាព័ត៌្មាន (Information Security 

Guideline) និង  
- ឯកសារណណនាសំ្មាប់ការគ្បើ្ាស់្បព័នធវកិកយប្ត្នន ថ.ន.ទ. (CamDX Billing System 

Guideline)។ 
ង. កាត្ពវកិច្ចគ វ្ើគត្សត  
១៦.   ្បតិ្បត្តិករ ថ.ន.ទ. អាច្កំណត់្អំ្ពើវ ិ្ ើ និងកាលបរគិច្េទននការគ វ្ើគត្សត ណផែកគលើណផនការសករាភាព

ស្មាប់ការគ វ្ើសនាធ នករាននករាវ ិ្ ើកំុពយូទ័រ (Application Programming Interface-API) ណដល
សមាជិកានដាក់ជូន គដើរបើធានានូវ្បសិទធភាពននដំគណើ រការ្បតិ្បត្តិការរវាង្បព័នធនិង្បព័នធ។ 
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្បតិ្បត្តិករ ថ.ន.ទ. នឹងផតល់ជូនសមាជិកនូវឯកសារគ វ្ើគត្សត ររួមាន System Integrated Test 
(SIT)  និង User Acceptance Test (UAT) ជូនដល់សមាជិក។ បនាទ ប់រក សមាជិក្តូ្វគរៀបចំ្
ណផនការគ វ្ើគត្សត SIT  និង UAT រចួ្ជូនដំណឹងជារុនរក្បតិ្បត្តិករ គដើរបើ្ បតិ្បត្តិករ ថ.ន.ទ. អាច្
ពិនិត្យ និង/ឬ ណកណ្បណផនការគ វ្ើគត្សតរបស់សមាជិក, ចូ្លររួពិនិត្យការគ វ្ើគត្សត និងទារទារឱ្យមាន
ការគ វ្ើគត្សត សាជាថាើតារការចាាំច់្។   កនុងករណើ ការគ វ្ើគត្សតទទួលានគជាគជ័យ សមាជិក្តូ្វចុ្ោះ 
ហត្ថគលខាគលើលិខិត្ទទួលសាគ ល់ (Sign-off letter)។  

 ច្.  ការគ្ត្ៀរលកខណៈចាប់គផតើរផ្លា ស់បតូរទិននន័យរបស់សមាជិក ថ.ន.ទ. 
១៧.   ចំ្គពាោះសមាជិកគដាយសវ័យ្បវត្តិ ណដលមានគុណវុឌឍិ្ គប់្ោន់, ្បតិ្បត្តិករ ថ.ន.ទ. ឬ្កសួងគសដាកិច្ច 

និងហរិញ្ញវត្ថុ នឹងផេពវផាយពើសមាជិកភាពជាផាូវការរបស់សមាជិក។  
១៨.   ចំ្គពាោះសមាជិកគដាយការគសនើសុំ, សាថ ប័នណដលានដាក់ពាកយគសនើសុណំដលទទួលានលិខិត្ឯកភាពជា

គោលការណ៍ពើ្បតិ្បត្តិករ ថ.ន.ទ. និងានបំគពញ្គប់លកខខណឌ  ណដលានកំណត់្អាច្គសនើសុំ
កាលបរគិច្េទរកកាន់្បតិ្បត្តិករ ថ.ន.ទ. ស្មាប់ការគ វ្ើ្បតិ្បត្តិការផ្លា ស់បតូរទិននន័យ។ ្បតិ្បត្តិករ 
ថ.ន.ទ. នឹងផេពវផាយពើសមាជិកភាពជាផាូវការជាសាធារណៈ។  

១៩.  សមាជិកទាងំពើរ្បគេទណដលអាច្ជាអ្នកផតល់ទិននន័យ និង/ឬ ជាអ្នកទទួលទិននន័យ ្តូ្វធានាថ្នរាល់
នើតិ្វ ិ្ ើននការផ្លា ស់បដូរទិននន័យ ្តូ្វានអ្នុវត្ត្បកបគដាយត្មាា ភាព គណគនយយភាព  និងអ្នុគលារ
តារលកខខណឌ ដូច្ានកំណត់្ កនុងអ្នុសេរណៈននការគោគយល់ោន  ឬកិច្ចសនា ឬលិខិត្បទដាា ន
គតិ្យុត្តណដលមានជា្រមាន គដាយោា នសមាជិកណ្តរួយ មានសិទធអិ្នុរ័ត្ ឬរកាវធិានណ្តរួយ
ណដល្ាសចាកនឹងលកខខណឌ ណដលានកំណត់្គនាោះគ ើយ។  រាល់ការគ វ្ើបច្ចុបបននភាព ឬការណកណ្ប
លកខខណឌណ្តរួយនននើតិ្វ ិ្ ើកនុងការផ្លា ស់បតូរទិននន័យ, សមាជិកនើរួយៗ ្តូ្វជូនដំណឹងរក្បតិ្បត្តិករ 
ថ.ន.ទ. គដើរបើស្របស្រួល។ ្បសិនគបើសមាជិកណ្តរួយ ណដលជាអ្នកផតល់ទិននន័យ បដិគស្ការ
ផ្លា ស់បដូរទិននន័យ សមាជិកគនាោះ្តូ្វផដល់ឱ្យសមាជិកណដលជាអ្នកគសនើសុំទិននន័យ(អ្នកទទួលទិននន័យ) 
នូវការពនយល់ពើរូលគហតុ្ ននការបដិគស្កនុងរយៈគពលសរ្សប បនាទ ប់ពើមានការស្រប-
ស្រួលពើ្បតិ្បត្តិករ ថ.ន.ទ.។  

ឆ.  ការបញ្ច ប់សមាជិកភាព 
២០.   គោងតារមា្តា១៤ ននអ្នុ្កឹត្យ១៦៤ អ្ន្ក.បកចុ្ោះនថៃទើ២៤ ណខសើហា ឆ្ន ២ំ០២១ សតើពើការផ្លា ស-់ 

បតូរទិននន័យតាររយៈថ្នន លផ្លា ស់បតូរទិននន័យករពុជា និងកថ្នខណឌ ទើ៨ ននវធិាន និងនើតិ្វ ិ្ ើគនោះ,  សមាជិក 
គដាយសវ័យ្បវត្ត ិ រិនអាច្គាោះបង់សមាជិកភាពគទ គវៀរណលងណត្កនុងករណើ ណដលសមាជិកគដាយ
សវ័យ្បវត្តិគនាោះ ្តូ្វានរលំាយគចាល ឬ្តូ្វានគ វ្ើសមាហរណករាជារួយសាថ ប័នដនទ ្សបតារ
ច្ាប់និងលិខិត្បទដាា នគតិ្យុត្តជា្រមាន។ 

២១.   ការបញ្ច ប់សមាជិកភាពគនោះគ វ្ើគ ើងស្មាប់ណត្សមាជិកគដាយការគសនើសុំ និងគ វ្ើគ ើងកនុងរូបភាពចំ្នួន 
០២ (ពើរ)៖ 
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ក. ការបញ្ច ប់សមាជិកភាពតារការគសនើសុំ៖ សមាជិកគដាយការគសនើសុំ ណដលមានបំណងច្ង់គាោះបង់
សមាជិកភាពពើ ថ.ន.ទ. ្តូ្វគសនើសុំជាលាយលកខណ៍អ្កេររកកាន់្បតិ្បត្តិករ ថ.ន.ទ. គដាយ
មានគហតុ្ផល និងអំ្ណោះអំ្ណ្តងច្ាស់លាស់ ្ពរទាងំភាជ ប់រកជារួយនូវព័ត៌្មានពាក់ព័នធដូច្
ជាការបំគពញពាកយ និងបង់នថាពាកយគសនើសុំបញ្ច ប់សមាជិកភាពពើ ថ.ន.ទ. ដូច្មានភាជ ប់កនុង
ឧបសរព័នធ៣។  ្បតិ្បត្តកិរ ថ.ន.ទ. ្តូ្វស្របស្រួលពើនើតិ្វ ិ្ ើគាោះបង់សមាជិកភាព និងជូន
ព័ត៌្មានគៅកាន់សមាជិកដនទគទៀត្ ជាពិគសសសមាជិកពាក់ព័នធ ណដលជាអ្នកទទួលទិននន័យ និង/ឬ 
មាច ស់ទិននន័យគដើរ។ ការបញ្ច ប់សមាជិកភាពពើ ថ.ន.ទ. ្តូ្វមាន្បសិទធភាព គិត្ចាប់ពើនថៃ
ទទួលានគសច្កតើជូនដំណឹង សតើពើការបញ្ច ប់សមាជិកភាព ជាសាថ ពរណដលគច្ញគដាយ្បតិ្បត្តិករ 
ថ.ន.ទ.។  

ខ. ការបញ្ច ប់សមាជិកភាពតារគសច្កតើសគ្រច្របស់្បតិ្បត្តិករ ថ.ន.ទ. ៖ ្បតិ្បត្តិករ  ថ.ន.ទ. 
មានសិទធិគពញគលញ កនុងការបញ្ច ប់សមាជិកភាពរបស់សមាជិកគដាយការគសនើសុំណ្តរួយ
កនុងករណើ រកគឃើញថ្ន សមាជិកគនាោះាន្ប្ពឹត្តរិន្ប្កត្ើ ឬរិនគោរពតារគោលការណ៍ ឬ
លកខខណឌណ្តរួយណដលមានណច្ងកនុងកិច្ចសនា ឬ អ្នុសេរណៈននការគោគយល់ោន  ជារួយ
្បតិ្បត្តិករ ឬាន្ប្ពឹត្តគលាើសនឹងច្ាប់ និងលិខិត្បទដាា នគតិ្យុត្តជា្រមាន, ឬកនុងករណើ
សមាជិកបងកឱ្យមានផលប៉ាោះពាល់ ៃ្ន់ ៃ្រ ឬគំរារកំណហងដល់  ថ.ន.ទ. ឬដល់សមាជិកដនទគទៀត្ 
ឬ សាធារណជន។ នើតិ្វ ិ្ ើននការបញ្ច ប់សមាជិកភាពតារគសច្កតើសគ្រច្របស់្បតិ្បត្តិករ ថ.ន.ទ. 
្តូ្វគរៀបចំ្តារនើតិ្វ ិ្ ើដូច្មានណច្ងកនុងឧបសរព័នធ ៤។  

ផ្នែកទី៣៖ តួនាទី និងការទទួលខុេត្តូវ 
ក.  ត្ួនាទើ និងការទទលួខុស្ត្វូរបស់្បតិ្បត្តិករ ថ.ន.ទ. 
២២.  ្បតិ្បត្តិករ ថ.ន.ទ. មានតួ្នាទើ្ គប់្គង្បតិ្បត្តិការរបស់ ថ.ន.ទ. ណដលមាន្កសួងគសដាកិច្ច និង

ហរិញ្ញវត្ថុជាអាណ្តពាាលបគច្ចកគទស និងហរិញ្ញវត្ថុ។ បណនថរគលើតួ្នាទើជាអ្នក្គប់្គង្បតិ្បត្តិការ
របស់ ថ.ន.ទ., ្បតិ្បត្តិករ ថ.ន.ទ. មានតួ្នាទើជាអ្នក្ត្ួត្ពិនិត្យ ការផ្លា ស់បតូរទិននន័យគលើ ថ.ន.ទ. 
របស់សមាជិក ថ.ន.ទ. គដើរបើធានាថ្នរាល់ការផ្លា ស់បតូរទិននន័យតាររយៈ ថ.ន.ទ. ទិននន័យរិន្តូ្វ
ានរកាទុក គៅកនុង្បព័នធបគច្ចកវទិាព័ត៌្មានរបស់ ថ.ន.ទ. និង/ឬ ណច្កចាយជារួយរូបវនតបុគគល 
ឬនើតិ្បុគគលណ្តរួយ គដាយោា នការអ្នុញ្ញ ត្ពើមាច ស់ទិននន័យគដើរគទ និងមានតួ្នាទើបណនថរគទៀត្ដូច្
ខាងគ្ការ៖ 

- ណថរកា និងគ វ្ើបច្ចុបបននភាព ថ.ន.ទ. តារការចាាំច់្ 
- ទទួលយក ឬបដិគស្ សំគណើ សុំចូ្លជាសមាជិកគដាយការគសនើសុំ ឬព្ងើកវសិាលភាពននការ
ទទួលយកសមាជិកភាព 
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- គច្ញផាយលិខិត្បទដាា នគតិ្យុត្តពាក់ព័នធ ឬឯកសារគផេងៗ គដើរបើឱ្យសមាជិកអ្នុវត្តតារ
គោលការណ៍ ឬលកខខណឌ ណដលានកំណត់្ 

- បញ្ច ប់សមាជិកភាពននសមាជិកណ្តរួយ ដូច្ានកំណត់្កនុងកថ្នខណឌ ទើ២១ ននវធិាន និង
នើតិ្វ ិ្ ើគនោះ 

- គរៀបចំ្វធិាន និងនើតិ្វ ិ្ ើននការកំណត់្កន្រគសវា ពាក់ព័នធនឹងការផ្លា ស់បតូរទិននន័យ ស្មាប់
សមាជិក ថ.ន.ទ.   

- ្តូ្វគរៀបចំ្ឱ្យមានការ្តួ្ត្ពិនិត្យ វាយត្នរា គលើសនតិសុខ្បព័នធបគច្ចកវទិាព័ត៌្មានរបស់      
ថ.ន.ទ. តារការចាាំច់្គដាយសាថ ប័នជំនាញ និងមានកាត្ពវកិច្ច អ្នុវត្តតាររាយការណ៍
្តួ្ត្ពិនិត្យ វាយត្នរា និងគ វ្ើការជួសជុលចំ្ណុច្ខវោះខាត្ ណដលអាច្គំរារកំណហងដល់សនតិសុខ
្បព័នធបគច្ចកវទិាព័ត៌្មានរបស់ ថ.ន.ទ. 

- គ វ្ើវគិសា្នករាវធិាន និងនើតិ្វ ិ្ ើគនោះតារការចាាំច់្ 
- ស្របស្រួលគដាោះ្សាយបញ្ា  ឬវវិាទគផេងៗ ណដលអាច្គកើត្មានរវាងសមាជិក និងសមាជិក 
- បំគពញភារកិច្ចគផេងៗ តារការកំណត់្របស់្កសួងគសដាកិច្ច និងហរិញ្ញវត្ថុ ណដលជាអាណ្ត-
ពាាលបគច្ចកគទស និងហរិញ្ញវត្ថុ។  

ខ.  ត្ួនាទើ និងការទទលួខុស្ត្វូរបស់សមាជិក ថ.ន.ទ. 
២៣.  សមាជិក ថ.ន.ទ. ទាងំពើរ្បគេទ្តូ្វ មានតួ្នាទើ និងភារកិច្ចដូច្ត្គៅ៖ 

- ផ្លា ស់បតូរ និងគ្បើ្ាស់ទិននន័យ ្សបតារវធិាន និងនើតិ្វ ិ្ ើដូច្មានណច្ងកនុងលិខិត្បទដាា នគតិ្-
យុត្ត ជា្រមាន ឬអ្នុសេរណៈននការគោគយល់ោន  ជារួយ្កសួងគសដាកិច្ចនិងហរិញ្ញវត្ថុ ឬ
ជារួយ្បតិ្បត្តិករ ថ.ន.ទ.  

- ្តូ្វសហការជារួយ្បតិ្បត្តិករ ថ.ន.ទ. គដើរបើគរៀបចំ្ឱ្យមានការ្តួ្ត្ពិនិត្យ វាយត្នរាគលើ
សនតិសុខ្បព័នធបគច្ចកវទិាព័ត៌្មានរបស់ ថ.ន.ទ.  តារការចាាំច់្គដាយសាថ ប័នជំនាញ 

- គរៀបចំ្គ វ្ើយថ្នេូត្ភាពអ្ត្តសញ្ញ ណឌើជើថល ជារួយ្បព័នធគផទៀងផ្លទ ត់្អ្ត្តសញ្ញ ណររួរបស់ 
ថ.ន.ទ. គដើរបើកំណត់្អ្ត្តសញ្ញ ណសមាជិកគៅគពលផ្លា ស់បតូរទិននន័យ 

- ទទួលខុស្តូ្វណថទាគំហដាា រច្នាសរព័នធបណ្តត ញ និងបគច្ចកគទសរបស់ខាួន តារការត្្រូវរបស់
្បតិ្បត្តិករ ថ.ន.ទ. 

- រាយការណ៍ជូន្បតិ្បត្តិករ រាល់ភាពរិន្ប្កត្ើគលើការផ្លា ស់បតូរទិននន័យតារ ថ.ន.ទ. កនុង    
រយៈគពលរិនគលើសពើ ២៤ (នរាបួន) គមា៉ា ង គ្កាយពើានវាយត្នរារចួ្ 

- ច្ង្កង រកាទុករាយការណ៍ និងឯកសារពាក់ព័នធនឹងការផ្លា ស់បតូរទិននន័យតាររយៈ ថ.ន.ទ. 
- គរៀបចំ្ និងណថរកាកំណត់្្តាបគច្ចកគទស ្បព័នធបគច្ចកវទិាព័ត៌្មានរបស់ខាួន គដើរបើជា      
រូលដាា ន កនុងការ្តួ្ត្ពិនិត្យសនតិសុខបគច្ចកវទិាព័ត៌្មាន 
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- សហការគដាោះ្សាយរាល់បញ្ា នានា ពាក់ព័នធនឹង្បតិ្បត្តិការ ថ.ន.ទ. ឱ្យានឆ្ប់បំផុត្  
- ផតល់កិច្ចសហការគផេងគទៀត្តារការគសនើសុរំបស់្បតិ្បត្តិករ ថ.ន.ទ. និង/ឬ ្កសងួគសដាកិច្ច 
និងហរិញ្ញវត្ថុ ទាក់ទងនឹងការផ្លា ស់បតូរទិននន័យតារ ថ.ន.ទ. និង 

- ្តូ្វទទួលខុស្តូ្វ គលើបនទុកចំ្ណ្តយ្បតិ្បត្តិការត្ភាជ ប់ ្បព័នធបគច្ចកវទិាព័ត៌្មានរបស់ខាួន
រកកាន់ ថ.ន.ទ. ណដលមានជាអាទិ៍ គហដាា រច្នាសរព័នធបណ្តត ញ សមាា របរកិាខ រគអ្ ចិ្្តូ្និក 
និង្នធានរនុសេ ។  

ផ្នែកទី៤៖ យនតការេវុតថិភាព 
២៤. ទិននន័យណដល្តូ្វផ្លា ស់បតូរតាររយៈ ថ.ន.ទ. ្តូ្វានគ វ្ើកូដនើយករា និងចុ្ោះហត្ថគលខាឌើជើថល 

គដើរបើធានាាននូវសុវត្ថិភាព សុច្រតិ្ភាព និងសុ្កឹត្យភាពននទិននន័យ ្ពរទាងំ្តូ្វានគ វ្ើកំណត់្្តា
គអ្ ចិ្្តូ្និកពើការផ្លា ស់បតូរទិននន័យ។  

២៥. ្បតិ្បត្តិករ ថ.ន.ទ. មានកាត្ពវកិច្ចអ្នុវត្តតាររាយការណ៍្តួ្ត្ពិនិត្យ វាយត្នរា និងគ វ្ើការជួសជុល 
ចំ្ណុច្ខវោះខាត្ ណដលអាច្គំរារកំណហងដល់សនតិសុខ្បព័នធបគច្ចកវទិាព័ត៌្មានរបស់ ថ.ន.ទ. បនាទ ប់
ពើទទួលានការ្តួ្ត្ពិនិត្យ និងវាយត្នរាពើសាថ ប័នជំនាញតារការចាាំច់្។  

២៦. គដើរបើធានាសុវត្ថិភាព និង្បសិទធភាព្បតិ្បត្តិការគៅគលើ ថ.ន.ទ., រាល់សមាជិក ថ.ន.ទ. ្តូ្វអ្នុវត្ត
ដូច្ខាងគ្ការ៖ 

- ្តូ្វមានវធិានការសនតិសុខ តារ្បព័នធបគច្ចកវទិាព័ត៌្មានគរៀងៗខាួន កនុងការការពារ និងទប់-
សាក ត់្ការវាយ្បហារតារ្បព័នធអុ្ើន្ឺណិត្ គៅគលើ្បព័នធបគច្ចកវទិាព័ត៌្មានរបស់ខាួន ណដល
ប៉ាោះពាល់ដល់្ប្កត្ើភាពននដំគណើ រការផ្លា ស់បតូរទិននន័យគលើ ថ.ន.ទ. និងទិននន័យផ្លទ ល់ខាួន
របស់ឯកជន ណដលការពារគដាយច្ាប់ 

- ្តូ្វរាយការណ៍ជូន្បតិ្បត្តិករ ថ.ន.ទ. ពើហានិេ័យណដលអាច្បងកគ ើង និង/ឬប៉ាោះពាល់ដល់
សុវត្ថិភាព ថ.ន.ទ. និង្តូ្វសហការជារួយ្បតិ្បត្តិករ ថ.ន.ទ. គដើរបើរកដំគណ្តោះ្សាយ 

- ្តូ្វគរៀបចំ្យនតការ្តួ្ត្ពិនិត្យនផទកនុង ណដលមាន្បសិទធភាព និង្តូ្វគរៀបចំ្ឱ្យមានការ្តួ្ត្ពិនិត្យ 
និងវាយត្នរា គលើសនតិសុខ្បព័នធបគច្ចកវទិាព័ត៌្មាន តារការចាាំច់្គដាយសាថ ប័នជំនាញ  

- គរៀបចំ្្បព័នធ្បតិ្បត្តិការសុវត្ថិភាពឱ្យានរងឹមា ំគដើរបើរកានូវជំគនឿទុកចិ្ត្តរបស់អ្នកគ្បើ្ាស់ 
ជាពិគសសរាល់្បតិ្បត្តិការគៅគលើ ថ.ន.ទ. 

- មាន្នធានរនុសេ និងឧបករណ៍បគច្ចកគទស្គប់្ោន់ ស្មាប់ដំគណើ រការ្បព័នធឱ្យមាន
សុវត្ថិភាព និង្បសិទធភាព 

- គរៀបចំ្ណផនការសគស្រងាគ ោះបនាទ ន់ ររួទាងំរគ្ាាយស្មាប់រកា និងសគស្រងាគ ោះទិននន័យ កំុឱ្យ 
ាត់្បង់ និង 
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- គរៀបចំ្យនតការតារដាន និងទប់សាក ត់្្បតិ្បត្តិការណកាងបនាំ ្ពរទាងំយុទធសាស្រសតកនុងការកំណត់្ 
និងបងាក រហានិេ័យ និង/ឬយនតការសុវត្ថិភាពគផេងៗគទៀត្ ណដលកំណត់្គដាយ្បតិ្បត្តិករ 
ថ.ន.ទ. តារការចាាំច់្។  

២៧.  សមាជិក ថ.ន.ទ. ្តូ្វធានាថ្ន ្បព័នធរបស់ខាួន្ប្ពឹត្តគៅគដាយសុវត្ថិភាពខពស់ គហើយរិនអាច្គ វ្ើឱ្យ
ប៉ាោះពាល់ដល់្បព័នធដនទគៅគលើ ថ.ន.ទ. ។ កនុងករណើ ្បព័នធរបស់សមាជិក ថ.ន.ទ. ណ្តរួយ មានបញ្ា  
(ភាគើបងក) គដាយរិនានគោពតារវធិាន និងនើតិ្វ ិ្ ើគនោះ ឬតារការណណនារំបស់្បតិ្បត្តិករ   ថ.ន.ទ. 
ឬមានបញ្ា ណ្តរួយ ណដលបងកផលប៉ាោះពាល់ដល់្បព័នធរបស់សមាជិកដនទ (ភាគើរងការប៉ាោះពាល់), 
ភាគើបងក ្តូ្វទទួលខុស្តូ្វចំ្គពាោះការខាត្បង់ និង/ឬ បនទុកគដាោះ្សាយបញ្ា ។  

ផ្នែកទី៥៖ ការការពារនលត្រសោជន៍ររេេ់មាជិក ថ.ន.ទ.  
២៨. សមាជិក ថ.ន.ទ. ណដលជាមាច ស់ទិននន័យគដើរ អាច្កំណត់្កន្រគសវា កនុងរួយ្បតិ្បត្តិការននការទាញ

យកទិននន័យពើសមាជិក ថ.ន.ទ. ណដលជាអ្នកទទួលទិននន័យ គៅតារ្បគេទននទិននន័យ គដាយ្តូ្វ
គោរពតារវធិាន និងនើតិ្វ ិ្ ើណដលកំណត់្គដាយលិខិត្បទដាា នគតិ្យុត្តគដាយណ ក។  

ផ្នែកទី៦៖ ស្ថថ នភាពសត្រោះអាេនែ 
២៩. ្បព័នធរបស់សមាជិក ណដលមាន្បតិ្បត្តិការគៅគលើ ថ.ន.ទ. អាច្្បឈរនឹងការផ្លែ ក្បតិ្បត្តិការ

កនុងករណើ ដូច្ខាងគ្ការ៖ 
- ករណើ ្បធានសកដិ 
- ដាច់្ច្រនតអ្គគិសនើ 
- ដាច់្បណ្តដ ញទំនាក់ទំនងគដាយ្បការណ្តរួយ និង/ឬ 
- គ្ោោះអាសននគផេងៗណដលជាឧបសគគ កនុងដំគណើ រការរបស់្បព័នធគៅគលើ ថ.ន.ទ 

៣០.  កនុងការទប់សាក ត់្ហានិេ័យក៏ដូច្ជា្គប់្គងសាថ នការណ៍ខាងគលើគនោះ សមាជិកទាងំអ្ស់្តូ្វកំណត់្
ឱ្យានច្ាស់លាស់ នូវជគ្រើសននការអ្នុវត្តវធិានសគស្រងាគ ោះ និងយុទធសាស្រសតនានា គដើរបើរកានូវដំគណើ រការ 
្បតិ្បត្តិការរបស់្បព័នធទាងំរូល។  

ផ្នែកទី៧៖ ការស ោះត្ស្ថយរញ្ហា រសចេកសទេ 
៣១. កនុងករណើ សមាជិកណ្តរួយមានបញ្ា បគច្ចកគទស ឬពិនិត្យគឃើញនូវភាពរិន្ប្កត្ើគលើការផ្លា ស់បតូរ

ទិននន័យតារ ថ.ន.ទ., សមាជិកគនាោះ្តូ្វរាយការណ៍រក្បតិ្បត្តិករ ថ.ន.ទ. កនុងរយៈគពលរិន
គលើសពើ ២៤ (នរាបួន) គមា៉ា ង គដើរបើកំណត់្ពើបញ្ា  និងណសវងរកដំគណ្តោះ្សាយ។ រាល់ការចំ្ណ្តយ
គៅគលើការគដាោះ្សាយបញ្ា បគច្ចកគទស នន្បព័នធរបស់សមាជិកពាក់ព័នធនឹង្បតិ្បត្តិការ គៅគលើ     
ថ.ន.ទ. គឺជាបនទុករបស់សមាជិក និងអាច្មានការស្របស្រួលពើ្បតិ្បត្តិករ ថ.ន.ទ. តារការ
ចាាំច់្ ។ 
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ផ្នែកទី៨៖ ការស ោះត្ស្ថយវិវាទ 
៣២. ្បតិ្បត្តិករ ថ.ន.ទ. ្តូ្វបគងកើត្ឱ្យមានយនតការអ្ពា្កឹត្រួយ ស្មាប់ទទួល និងស្រុោះស្រួល

គដាោះ្សាយវវិាទរបស់សមាជិក ថ.ន.ទ. ពាក់ព័នធនឹងការផ្លា ស់បតូរទិននន័យគៅគលើ ថ.ន.ទ.។ កនុង
វធិាន និងនើតិ្វ ិ្ ើគនោះ, បណតឹ ង សំគៅដល់ការត្វា៉ា  ឬការទារទារ ឬការរិនគពញចិ្ត្ត ណដលពាក់ព័នធនឹង
ការផ្លា ស់បតូរទិននន័យគៅគលើ ថ.ន.ទ., ការស្រោុះស្រលួគដាោះ្សាយបណតឹ ង ឬវវិាទ សគំៅដល់
ដំគណើ រការ ននការណសវងរកដំគណ្តោះ្សាយរួយសរ្សប គដាយអ្នុគលារតារច្ាប់និងលិខិត្
បទដាា នគតិ្យុត្តជា្រមាន និង ការគសុើបអ្គងកត្ សំគៅដល់ដំគណើ រការ្សាវ្ជាវ ណសវងរកេសតុតាង 
គដើរបើបញ្ជ ក់ការពិត្ ឬរិនពិត្ ចំ្គពាោះអ្ងគគហតុ្ដូច្មានគៅកនុងពាកយបណតឹ ង។  

៣៣. ្បតិ្បត្តិករ  ថ.ន.ទ. មានសិទធិកនុងការគសុើបអ្គងកត្បណតឹ ង ពាក់ព័នធនឹងការផ្លា ស់បតូរទិននន័យ គៅគលើ 
ថ.ន.ទ. ឬអាច្ផតល់រាយការណ៍ ព័ត៌្មាន ឬទិននន័យ ពាក់ព័នធនឹង្បតិ្បត្តិការណដលជាករាវត្ថុនន     
បណតឹ ង ឬវវិាទកនុងអំ្ ុងគពលគដាោះ្សាយបណតឹ ង ឬវវិាទតារការគសនើសុំរបស់សមាជិក ថ.ន.ទ. ប៉ាុណនត
ពំុមានសិទធគិច្ញគសច្កតើសគ្រច្ គដើរបើចាត់្វធិានការគដាោះ្សាយ ឬដាក់ទណឌ ករាគ ើយ។ ្បតិ្បត្តិករ 
ថ.ន.ទ. អាច្គសនើសុំកិច្ចសហការ ឬការចូ្លររួពើសមាជិកពាក់ព័នធ ឬអ្ងគភាពពាក់ព័នធនានា កនុងការ
គដាោះ្សាយវវិាទតារការចាាំច់្។ កនុងករណើ បណតឹ ង ឬវវិាទរិនអាច្ស្រុោះស្រួលគដាោះ្សាយាន, 
្បតិ្បត្តិករ ថ.ន.ទ. ្តូ្វរាយការណ៍ជូន្កសួងគសដាកិច្ច និងហរិញ្ញវត្ថុ ណដលជាអាណ្តពាាល
បគច្ចកគទស និងហរិញ្ញវត្ថុ គដើរបើគដាោះ្សាយបនត ឬបញ្ជូ នបនតគៅកាន់សាថ ប័នមានសរត្ថកិច្ច  
នន្ពោះរាជាណ្តច្្កករពុជា ណផែកគលើនើតិ្វ ិ្ ើច្ាប់ជា្រមាន។   

ផ្នែកទី៩៖ វិធានទូសៅ 
៣៤. វធិាន និងនើតិ្វ ិ្ ើគនោះ្តូ្វានគ វ្ើគ ើងជាភាសាណខារ។ កនុងករណើ មានការបកណ្ប គហើយមានខាឹរសារ

ផទុយោន រវាងឯកសារជាភាសាណខារ និងភាសាណដលបកណ្ប ខាឹរសារគៅកនុងភាសាណខារ្តូ្វមានអានុភាព
អ្នុវត្ត។  

៣៥. រាល់ការទំនាក់ទំនង ្តូ្វគ វ្ើគ ើងគដាយគ្បើ្ាស់ព័ត៌្មានទំនាក់ទំនង ណដលផតល់ឱ្យគដាយសមាជិក  
ថ.ន.ទ. ដូច្ានកំណត់្កនុងវធិាន និងនើតិ្វ ិ្ ើគនោះ ឬតារការជូនដំណឹងរបស់្បតិ្បត្តិករ ថ.ន.ទ. ។ 
ចំ្គពាោះការគ វ្ើបច្ចុបបននភាពព័ត៌្មានទំនាក់ទំនង សមាជិក្តូ្វជូនដំណឹងជារុនរក ្ បតិ្បត្តិករ ថ.ន.ទ.។  
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ឧបសរព័នធ១៖ ពាកយគសនើសុំចូ្លជាសមាជិកថ្នន លផ្លា ស់បតូរទិននន័យករពុជា  
ត្ពោះរាជាណាចត្កកមពុជា 

ជាតិ  ស្ថេនា  ត្ពោះមហាកសត្ត 
6 

ពាកយសេែើេុុំចលូជាេមាជិកថ្នែ លផ្លា េរ់តូរទិនែនយ័កមពជុា  
rs 

េមូសររពជូន 
ឯកឧតតមនាយក មជឈមណ្ឌ លរណ្តុ ោះធុរកិចេថមី "សតសជា"  

ករាវត្ថុ   ៖ សំគណើ សុចូំ្លជាសមាជិកថ្នន លផ្លា ស់បតូរទនិននយ័ករពុជា។  
 គសច្កតើដូច្មានណច្ងកនុងករាវត្ថុខាងគលើ ខ្ុសូំរគោរពជ្មាបជូន ឯកឧតតមនាយក គរតាត ្ជាបថ្ន៖ គ ា្ ោះ
អ្ងគភាពគសនើសុំៈ....................................................ជាអ្កេរឡាតាងំៈ...................................្បគេទអ្ងគភាព/្ករុហ ុនៈ
.................................................ត្ណំ្តងគដាយ(គ ា្ ោះអ្នកត្ណំ្តង្សបច្ាប់របស់អ្ងគភាព/្កុរហ ុន):............. 
...................................................□អ្ត្តសញ្ញ ណបណ័ណ/□លិខិត្ឆាងណដនគលខ:...........................................
គលខទូរសព័ទៈ............................គលខទូរសារៈ...........................អុ្ើណរ៉ាលៈ......................................................
អាសយដាា នបច្ចុបបននៈ............................................................................................................................... 
មានបណំងចូ្លជា សមាជកិថ្នន លផ្លា ស់បតូរទនិនន័យករពុជា និងយល់្ពរទទួលយកនូវ្គប់លកខខណឌ  និងការអ្នុវត្ត 
ភារកិច្ចដូច្មានណច្ងកនុង "វធិាន និងនើត្ិវ ិ្ ើននការចូ្លជាសមាជិកថ្នន លផ្លា សប់តូរទិននន័យករពុជា" ។  
 សូរគោរពភាជ ប់រកជារួយនូវ៖ 

- លិខិត្គផទរសិទធិ (កនុងករណើ  អ្នកត្ំណ្តងរិនណរននាយក្បត្បិត្តិឬ្បធានសាថ ប័ន) 
- បញ្ជ ើរាយនារបុគគលទំនាក់ទំនង និង្កុរការងារបគច្ចកគទសនិង្ុរកិច្ច ស្មាប់គរៀបច្ំការត្ភាជ ប់្បព័នធ

បគច្ចកវទិាព័ត្៌មានគៅគលើ ថ.ន.ទ. នងិ 
- ឯកសារចាាំច្់ណដលអាច្បញ្ជ ក់ពើគុណវុឌឍិ្ គប់្ោនក់នុងការចូ្លជាសមាជកិ ថ.ន.ទ. ។  

 ខ្ុ ំសូរធានាអ្ោះអាង៖ 

- រាល់ព័ត្៌មានទាងំអ្ស់ណដលានបំគពញគៅកនុងពាកយគសនើសុំគនោះ ពតិ្ និង ្ត្ឹរ្ត្ូវ 
- ពាកយគសនើសុំ្ត្ូវានគ្វើគ ើងកនុងណដនសរត្ថកចិ្ចរបសអ់្ងគភាពគសនើសុ ំ
- ានផតលឯ់កសារពាក់ពន័ធ និងគោរពតាររាលល់កខខណឌ ដូច្មានកណំត្់កនុង "វធិាន និងនើត្ិវ ិ្ ើននការចូ្ល
ជាសមាជកិថ្នន លផ្លា ស់បតូរទិននន័យករពុជា" ។ 

អា្ស័យដូច្ានគោរពជ្មាបជូនខាងគលើ,  សូរ ឯកឧតតមនាយក គរតាត អ្នុញ្ញ ត្តារការគសនើសុំគដាយកតើ
អ្នុគ្ោោះ។  
                                  

  
      

 
 
 
 
 

នថៃ............................ណខ............ឆ្ន .ំ..........ព.ស.............. 
រាជធានើេនំគពញ នថៃទើ......... ណខ..............ឆ្ន .ំ............. 

នាយកត្រតរិតត/ិត្រធានស្ថថ រ័ន/អ្ែកតុំណាងត្េរចារ ់
 



វធិាន និងនិតិ្វ ិ្ ើននការចូ្លជាសមាជិកថ្នន លផ្លា ស់បតូរទិននន័យករពុជា                                                                              ឆ្ន  ំ២០២២ 

គរៀបចំ្គដាយ៖ ្បតិ្បត្តិករ ថ.ន.ទ.     ទំព័រទើ 13 
 

ឧបសរព័នធ២៖ កិច្ចសនាសតើពើការទទួលយក និងការអ្នុវត្តតារ "វធិាន និងនើតិ្វ ិ្ ើននការចូ្លជាសមាជិកថ្នន ល
ផ្លា ស់បតូរទិននន័យករពុជា"  

កិចេេនា 
េតពី ី

ការទទលួយក នងិការអ្នុវតតតាម 
 "វិធាន នងិនតីិវធិីននការចូលជាេមាជិកថ្នែ លផ្លា េរ់តូរទនិែនយ័កមពជុា" 

8 
មជឈមណ្ឌ លរណ្តុ ោះធុរកចិេថមី "សតសជា" ណដលជា្បត្បិត្តិករ ថ្នែ លផ្លា េរ់តូរទិនែន័យកមពុជា មាន   

ទើតាងំសថិត្គៅជាន់ទើ១១ ននរជឈរណឌ លអ្េិវឌឍ្ុរកិច្ច, រហាវថិើអូ្សុើអាយសុើ សងាក ត្់គ្ជាយច្ងាវ រ ខណឌ គ្ជាយច្ងាវ រ 
រាជធានើេនំគពញ ្ពោះរាជាណ្តច្្កករពុជា ត្ណំ្តងគដាយ (គ ា្ ោះ).............................................ត្នួាទើ................. 
............................................។  

និង 
.............................................(គ ា្ ោះអ្ងគភាព) អាសយដាា ន......................................................................... 
....................................................................................ត្ំណ្តងគដាយ(គ ា្ ោះ)............................................. 
ត្ួនាទើ....................................................ត្គៅគនោះ គៅថ្ន "សមាជិក ថ.ន.ទ." ។  
 មជឈមណ្ឌ លរណ្តុ ោះធុរកចិេថមី "សតសជា" និង.............................................................ត្គៅគនោះ គៅ
ដាច្់គដាយណ កពើោន ថ្ន "ភាគើ" និងគៅររួោន ថ្ន "គូភាគើ" ាន្ពរគ្ពៀងោន តារលកខខណឌ ខាងគ្ការ៖ 
- ទទួលយក និងអ្នុវត្តតារលកខខណឌ ណដលានណច្ងកនុង "វធិាន និងនើត្ិវ ិ្ ើចូ្លជាសមាជកិថ្នន លផ្លា ស់បតូរទនិនន័យ

ករពុជា"  
- រកាសតង់ដា និងសុវត្ថិភាពនន្បព័នធរបសស់មាជិក គដើរបើធានាឱ្យាននូវនិរនតរភាពននការគ្បើ្ាស់ ថ.ន.ទ.  
- ទទួលខុស្ត្ូវ និងអ្នុវត្តឱ្យានរុឺងមា៉ា ត្នូ់វកាត្ពវកចិ្ច និងភារកិច្ចរបស់ខាួន 
- គដាោះ្សាយវវិាទ កនុងករណើ វវិាទបណ្តត លរកពើការអ្នុវត្តកិច្ចសនាគនោះ 
- ចូ្លររួគដាោះ្សាយបញ្ា ពាកព់័នធគផេងៗគទៀត្ ណដលអាច្គកើត្មានជាយថ្នគហតុ្  
- សមាជិក ថ.ន.ទ. ្ ត្ូវទទួលបនទុកច្ំណ្តយពាក់ពន័ធនឹងនថាសមាជិកភាព។ គដាយណ ក ច្គំពាោះកន្រគសវាពាក់-

ព័នធនឹង្បត្ិបត្តិការននការផ្លា ស់បតូរទិននន័យ នឹងអ្នុវត្តតារលិខិត្បទដាា នគត្ិយុត្តគដាយណ ក។  
ភាគើននកិច្ចសនា ានអាន ានសាត ប់ ានយល់ និង្ពរគ្ពៀងរាល់ខារឹសារខាងគលើ និងគបតជ្ាគោរពោ៉ា ង 

រុឺងមា៉ា ត្់រាលល់កខខណឌ ដូច្ានកំណត្់។ ផទុយគៅវញិ ្បសនិគបើភាគើណ្តរួយរិនគោរពតារកិច្ចសនាគនោះ ភាគើគនាោះ្ត្ូវ
ទទួលខុស្ត្ូវច្ំគពាោះរុខច្ាបជ់ា្រមាន។  

កិច្ចសនាគនោះ ្ត្ូវានគ្វើគ ើងជាភាសាណខារ ណដលគូភាគើ អាច្បកណ្បជាភាសាគផេងគទៀត្ាន។ កនុងករណើ មាន
ភាពរិន្សបោន រវាងខាឹរសារបកណ្ប គនាោះខាឹរសារជាភាសាណខារ មានអានុភាពអ្នុវត្ត។ កចិ្ចសនាគនោះ ្ត្ូវានគ្វើគ ើង
និងចុ្ោះហត្ថគលខាជាសំគៅច្ាប់គដើរច្ំនួន 0២ (ពើរ) ច្ាប់ ណដលមានត្នរាគត្ិយុត្តគសាើោន  គហើយគូភាគើ្ត្ូវរកាទុក
មាន ក់ 0១ (រួយ) ច្ាប់គរៀងខាួន។  

កិច្ចសនាគនោះគ្វើគ ើងគៅ រាជធានើេនំគពញ នថៃ...................................ណខ.............ឆ្ន .ំ..........ព.ស..............
្ត្ូវនឹងនថៃទើ..........ណខ.............ឆ្ន .ំ...........។   
 

 
 

  

              ត្ំណ្តងសមាជកិ 
 
 

.................................... 

ត្ំណ្តង មជឈមណ្ឌ លរណ្តុ ោះធុរកិចេថមី "សតសជា" 
 
 

.................................... 
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គរៀបចំ្គដាយ៖ ្បតិ្បត្តិករ ថ.ន.ទ.     ទំព័រទើ 14 
 

ឧបសរព័នធ៣៖ ពាកយគសនើសុំគាោះបង់សមាជិកភាពពើថ្នន លផ្លា ស់បតូរទិននន័យករពុជា 
ត្ពោះរាជាណាចត្កកមពជុា 

ជាតិ  ស្ថេនា  ត្ពោះមហាកសត្ត 
6 

ពាកយសេែើេុុំស ោះរង់េមាជិកភាពពីថ្នែ លផ្លា េរ់តូរទិនែន័យកមពជុា (ថ.ន.ទ.) 
rs 

េមូសររពជូន 
ឯកឧតតមនាយក មជឈមណ្ឌ លរណ្តុ ោះធុរកិចេថមី "សតសជា"  

ករាវត្ថុ    ៖ សំគណើ សុំគាោះបងស់មាជិកភាពពើថ្នន លផ្លា ស់បតូរទិននន័យករពុជា។  
រូលគហតុ្៖ ................................................................................................................................. 
.............................................................................................................................................។ 
 គសច្កតើដូច្មានណច្ងកនុងករាវត្ថុ និងរូលគហតុ្ខាងគលើ ខ្ុសូំរគោរពជ្មាបជូន ឯកឧតតមនាយក គរតាត
អ្នុញ្ញ ត្ឱ្យ៖ គ ា្ ោះអ្ងគភាពគសនើសុំៈ......................................................ជាអ្កេរឡាតាងំៈ................................
្បគេទអ្ងគភាព/្កុរហ ុនៈ...................................................ត្ំណ្តងគដាយ (គ ា្ ោះអ្នកត្ំណ្តង្សបច្ាប់របស់
អ្ងគភាព/្កុរហ ុន):.......................................□អ្ត្តសញ្ញ ណបណ័ណ/□លិខតិ្ឆាងណដនគលខ:............................ 
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អ្ងគភាពគសនើសុ ំ យល់្ពរទទលួយក នូវ្គប់លកខខណឌ ដូច្មានណច្ងកនុង "នើត្ិវ ិ្ ើននការបញ្ចប់សមាជិកភាព", 
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សូរគោរពភាជ ប់រកជារួយនូវ៖ 
- លិខិត្គផទរសិទធិ (កនុងករណើ  អ្នកត្ំណ្តងរិនណរននាយក្បត្បិត្តិ ឬ្បធានសាថ ប័ន) 

  ខ្ុសូំរធានាអ្ោះអាង៖ 

- រាល់ព័ត៌្មានទាងំអ្ស់ណដលានបំគពញគៅកនុងពាកយគសនើសុំគនោះ ពិត្ និង ្ត្ឹរ្ត្ូវ 
- ពាកយគសនើសុំ្ត្ូវានគ្វើគ ើងកនុងណដនសរត្ថកិច្ចរបស់អ្ងគភាពគសនើសុំ 
- ានផតល់ឯកសារពាក់ព័នធ និងគោរពតាររាល់លកខខណឌ ដូច្មានកំណត់្កនុង "នើត្ិវ ិ្ ើននការបញ្ច ប់
សមាជិកភាព" ។ 

 អា្ស័យដូច្ានគោរពជ្មាបជូនខាងគលើ, សូរ ឯកឧតតមនាយក គរតាត អ្នុញ្ញ ត្តារការគសនើសុំគដាយ             
កតើអ្នុគ្ោោះ។  
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១.  នើតិ្វ ិ្ ើននការបញ្ច ប់សមាជិកភាព អ្នុវត្តចំ្គពាោះណត្សមាជិកគដាយការគសនើសុំ ណដលមានបំណងគាោះបង់
សមាជិកភាព ឬ្តូ្វានបញ្ច ប់សមាជិកភាពតារគសច្កតើសគ្រច្ របស់្បតិ្បត្តិករ ថ.ន.ទ.។  
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ពាក់ព័នធ គដើរបើជ្រោះ ឬទូទាត់្រាល់្បតិ្បត្តិការណដលរិនទាន់ានបញ្ច ប់, គដាោះ្សាយបញ្ា
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្បតិ្បត្តិករ ថ.ន.ទ.។ 
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ដល់ការបតឹងគៅសាថ ប័នមានសរត្ថកិច្ច គដើរបើគដាោះ្សាយតារច្ាប់នន្ពោះរាជាណ្តច្្កករពុជា។ 
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សមាជិកភាព ឬការបញ្ច ប់សមាជិកភាពតារគសច្កតើសគ្រច្របស់្បតិ្បត្តិករ ថ.ន.ទ.។  

៥. ការបញ្ច ប់សមាជិកភាពពើ ថ.ន.ទ. ្ តូ្វមាន្បសិទធភាព គិត្ចាប់ពើនថៃទទួលានគសច្កតើជូនដំណឹង 
សតើពើការបញ្ច ប់សមាជិកភាពជាសាថ ពរ ណដលគច្ញគដាយ្បតិ្បត្តិករ ថ.ន.ទ. ។ 
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1. SECURITY SERVER REQUIREMENT 

1.1 Hardware: (Minimum Recommended) 

• CPU: 64-bit dual-core Intel 

• RAM: 4GB 

• Network Card: 100 Mbps 

1.2 Software: 

• Operating System: Ubuntu 18.04 LTS x86-64 
o Add System User  

▪ sudo adduser camdx-systemadmin 
• Set the operating system locale. 

o Add following line to the /etc/environment. 
▪ LC_ALL=en_US.UTF-8 

• Ensure that the packages locales and software-properties-common are present 
o sudo apt-get install locales software-properties-common 

• Ensure that the timezone is set to Asia/Phnom_Penh – timedatectl 
o sudo timedatectl set-timezone Asia/Phnom_Penh 

1.3 Network Ports 

It is strongly recommended to protect the security server from unwanted access using a firewall 
(hardware or software based). The firewall can be applied to both incoming and outgoing connections 
depending on the security requirements of the environment where the security server is deployed. It is 
recommended to allow incoming traffic to specific ports only from explicitly defined sources using IP 
filtering. Special attention should be paid with the firewall configuration since incorrect configuration may 
leave the security server vulnerable to exploits and attacks. 

The table below lists the required connections between different components. 

Connection 
Type 

Source Target Target Ports Protocol Note 

Out Security Server Central Server 80, 4001 tcp  

Out Security Server Management Security Server 5500, 5577 tcp  

Out Security Server OCSP Service 80 / 443 tcp  

Out Security Server Timestamping Service 80 / 443 tcp  

Out Security Server 
Data Exchange Partner 
Security Server (Service 
Producer) 

5500, 5577 tcp  

Out Security Server Producer Information System 80, 443, other tcp 

Target 
in the 
internal 
network 
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Connection 
Type 

Source Target Target Ports Protocol Note 

In 
Monitoring 
Security Server 

Security Server 5500, 5577 tcp  

In 

Data Exchange 
Partner Security 
Server (Service 
Consumer) 

Security Server 5500, 5577 tcp  

In 
Consumer 
Information 
System 

Security Server 80, 443 tcp 

Source 
in the 
internal 
network 

In Admin Security Server 4000 tcp 

Source 
in the 
internal 
network 

TABLE 1 – NETWORK PORTS 

1.4 Network Diagram 

The network diagram below provides an example of a basic Security Server setup. Allowing incoming 

connections from the Monitoring Security Server on ports 5500/tcp and 5577/tcp is necessary for the 

CamDX Operator to be able to monitor the ecosystem and provide statistics and support for Members. 

 

 
FIGURE 1 – NETWORK DIAGRAM 
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1.5 CamDX Central Authority IP’s for Whitelisting 

 

Type CamDX - Production CamDX - Dev 

Central Server 
103.63.190.230  
103.63.190.232  

206.189.151.1 

Central Monitoring Server 103.63.190.227   

Management Security Server 
103.63.190.231  
103.63.190.233  

178.128.122.111 

 

2. INSTALLATION 

2.1 CamDX Security Server Built Packages 

• Add Repository to /etc/apt/sources.list: 
o deb [arch=all,amd64] http://repository.camdx.gov.kh/repository/camdx-release bionic 

main 
• Add Signing Key: 

o curl http://repository.camdx.gov.kh/repository/camdx-
anchors/api/gpg/key/0x04194DBF-pub.asc | sudo apt-key add – 

2.2 Remote Database (Optional) 

if you want to use remote database server instead of the default locally installed one, you need to pre-
create configuration file containing the database administrator master password. This can be done by 
performing the following steps: 

• sudo touch /etc/xroad.properties 
• sudo chown root:root /etc/xroad.properties 
• sudo chmod 600 /etc/xroad.properties 

Edit /etc/xroad.properties contents. 
• postgres.connection.password = 54F46A19E50C11DA8631468CF09BE5DB 

2.3 Install the CamDX Package 

• sudo apt-get update 
• sudo apt-get install xroad-securityserver 

 
Upon the first installation of the packages, the system asks for the following information. 

• Account name for the user who will be granted the rights to perform all activities in the user 
interface 

• Database server URL. Locally installed database is suggested as default but remote databases can 
be used as well. In case remote database is used, one should verify that the version of the local 
PostgreSQL client matches the version of the remote PostgreSQL Server. 

• The Distinguished Name of the owner of the user interface’s and management REST API’s self-
signed TLS certificate(Subject DN) and its alternative names (subjectAltName) 
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Account name for the user who will be granted the rights to perform all activities in the user interface 
 

 
FIGURE 2 – SPECIFY SUPERADMIN USER 

 
 
Database server URL. Locally installed database is suggested as default, but remote databases can be used 
as well. 
 

 
FIGURE 3 – LOCAL DATABASE CONNECTION STRING 

 
The Distinguished Name of the owner of the user interface’s and management REST API’s self-signed TLS 
certificate(Subject DN) and its alternative names 
 
E.g: /C=KH/O=EXAMPLE MINISTRY or COMPANY/OU=ICT Department/CN=HOSTNAME or FQDN or IP 
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FIGURE 4 – TLS CERTIFICATE 

 
The Distinguished Name of the owner of the user interface’s and management REST API’s self-signed TLS 
certificate(Subject DN) and its alternative names 
 
E.g: /C=KH/O=EXAMPLE MINISTRY or COMPANY/OU=ICT Department/CN=HOSTNAME or FQDN or IP 
 

 
FIGURE 5 – TLS CERTIFICATE 2 

 
The Distinguished Name of the owner of the TLS certificate that is used for securing the HTTPS access 
point of information systems. The name and IP addresses detected from the system are suggested as 
default values. 
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FIGURE 6 – INTERNAL SERVICE TLS CERTIFICATE 

 
The Distinguished Name of the owner of the TLS certificate that is used for securing the HTTPS access 
point of information systems. The name and IP addresses detected from the system are suggested as 
default values. 
 

 
FIGURE 7 – INTERNAL SERVICE TLS CERTIFICATE 

 
 

3. POST-INSTALLATION 

3.1 SERVICES CHECK 

• sudo systemctl list-units “xroad-*” 
o UNIT                       LOAD    ACTIVE  SUB      DESCRIPTION 
o xroad-confclient.service  loaded  active   running  X-Road confclient 
o xroad-jetty.service        loaded  active   running  X-Road Jetty server 
o xroad-monitor.service     loaded  active   running  X-Road Monitor 
o xroad-proxy.service       loaded  active   running  X-Road Proxy 
o xroad-signer.service      loaded  active   running  X-Road signer 
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• Install xroad-addon-proxymonitor & xroad-addon-opmonitoring 
sudo apt install xroad-addon-proxymonitor 

sudo apt install xroad-addon-opmonitoring 

sudo systemctl restart xroad-opmonitor 
 

• Ensure that the security server user interface at https://SECURITYSERVER_IP:4000 can be 
opened in a Web browser. 

4. CONFIGURATION 

4.1 SECURITY SERVER MEMBER INFORMATION 

• Member Information will be provided by CamDX Operator 
 

DEVELOPMENT ENVIRONMENT 

Member Name Techo Startup Center * 

Member Class GOV 

Member Code DEV00001** 

TABLE 2 – MEMBER INFORMATION IN DEVELOPMENT ENVIRONMENT 

 

PRODUCTION ENVIRONMENT 

Member Name COMPANY1 CO., LTD. * 

Member Class COM 

Member Code PRO00001** 

TABLE 3 – MEMBER INFORMATION IN PRODUCTION ENVIRONMENT 

 

• * Member Name in this example are Techo Startup Center and Company1 Co., Ltd. 
• ** Member Code will be provided 

4.2 ACCESS TO SECURITY SERVER ADMIN INTERFACE 

• URL:  https://SECURITY_SERVER_IP:4000  
• ID:   camdx-systemadmin or <YOUR_USERSYSTEMADMIN> 
• Password:  <YOUR_PASSWORD> 

4.3 CONFIGURATION ANCHOR 

• The Anchor Configuration file will be provided by CamDX Operator 
• You can download it from here: 

 

ENVIRONMENT  

DEV 

http://repository.camdx.gov.kh/repository/camdx-anchors/anchors/dev/CAMBODIA_configuration_anchor_dev.xml 

PRODUCTION 

http://repository.camdx.gov.kh/repository/camdx-anchors/anchors/CAMBODIA_configuration_anchor.xml 

 

• Upload the Configuration Anchor File 

 

https://securityserver_ip:4000/
https://security_server_ip:4000/
http://repository.camdx.gov.kh/repository/camdx-anchors/anchors/dev/CAMBODIA_configuration_anchor_dev.xml
http://repository.camdx.gov.kh/repository/camdx-anchors/anchors/CAMBODIA_configuration_anchor.xml
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FIGURE 8 – IMPORT CONFIGURATION ANCHOR FILE 

 

 

4.4 INITIAL CONFIGURATION 

With the provided Member Information, fill out the initial configuration page 
 

PRODUCTION ENVIRONMENT 

Member Name COMPANY1 CO., LTD. 

Member Class COM 

Member Code PRO00001 

 

FIGURE 9 – INITIAL CONFIGURATION 

4.5 ENTERING THE PIN CODE 

 
Enter the PIN Code (Software Token) from the Initial Configuration. Click on the “Please enter softtoken 
PIN” or Navigate through the left panel – Management – Keys and Certificates, to enter the PIN. 
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FIGURE 10 – ENTER PIN CODE 

 
FIGURE 11 – ENTER PIN CODE 2 

 

 
FIGURE 12 – ENTER PIN CODE 3 

 

4.6 CONFIGURING THE TIME-STAMPING SERVICE 

• Choose System Parameter => Timestamping Services => ADD 

• Pick time-stamping service from the list 
• Press OK 
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FIGURE 13 – TIMESTAMPING SERVICE 

 

4.7 Sign and Auth Certificates 

4.7.1 Auth Certificate 

• Generate Auth Certificate Private Key 
o Open Keys and Certificates 
o Select Token: softToken-0 
o Press GENERATE KEY 
o Type Label AuthKey 
o Press OK 

• Generate Auth Certificate Signing Request 
o Select AuthKey 
o Press GENERATE CSR 
o Choose Usage: AUTH 
o Choose Certification Service: CAMDX INTERMEDIATE CA 
o CSR Format: PEM 
o Press OK 
o Specify Organization Name (O): COMPANY1 CO LTD 
o Specify Server DNS name (CN): ss1.company1.com 

 

 
FIGURE 14 – GENERATING AUTH CERTIFICATE PRIVATE KEY 

 



CamDX Operator    

  

15 
High Availability Security Server Installation with External Load Balancer 

 
FIGURE 15 – GENERATING AUTH CERTIFICATE SIGNING REQUEST 

 

 

 
FIGURE 16 – GENERATING AUTH CERTIFICATE SIGNING REQUEST 2 

4.7.2 Sign Certificate 

• Generate Sign Certificate Signing Request 
o Open Keys and Certificates 
o Select Token: softToken-0 
o Press GENERATE KEY 
o Type Label SignKey 
o Press OK 

• Generate Auth Certificate Signing Request 
o Select SignKey 
o Press GENERATE CSR 
o Choose Usage: SIGN 
o Choose Certification Service: CAMDX INTERMEDIATE CA 
o CSR Format: PEM 
o Press OK 
o Specify Organization Name (O): COMPANY1 CO LTD 
o Specify Server DNS name (CN): ss1.company1.com 
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FIGURE 17 – GENERATING SIGN CERTIFICATE PRIVATE KEY 

 

 
FIGURE 18 – GENERATING SIGN CERTIFICATE SIGNING REQUEST 

 

 
FIGURE 19 – GENERATING SIGN CERTIFICATE SIGNING REQUEST 2 
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4.7.3 Sending the AuthKey and SignKey CSR to CamDX 

 

• Contact and Send the CSR Files of “AuthKey”, and “SignKey” to CamDX Central Authority 
• Then the CamDX Central Authority will issue the Auth Certificate and Sign Certificate. 

 

 
FIGURE 20 – CERTIFICATE SIGNING REQUESTS 

 

 
FIGURE 21 – ISSUED CERTIFICATES RECEIVED 

 

4.8 Importing the certificates 

• Select the Certificate request under the auth key 
o Press IMPORT CERTIFICATE 
o Press Browse 
o Press OK 

 

 
FIGURE 22 – IMPORT AUTH CERTIFICATE 

 
• Select the Certificate request under the sign key 

o Press IMPORT CERTIFICATE 
o Press Browse 
o Press OK 
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FIGURE 23 – IMPORT SIGN CERTIFICATE 

 

 
FIGURE 24 – STATUS AFTER BOTH CERTIFICATES IMPORTED 

 
• The Auth Certificate is disabled by default, so we need to activate it: 

o Select the recently imported Auth Certificate 
o Press ACTIVATE 

 

 
FIGURE 25 – ACTIVATE AUTH CERTIFICATE 

 

4.9 REGISTERING THE AUTHENTICATION CERTIFICATE 

• Select the Auth Certificate 
o Press REGISTER 
o Enter FQDN  (ss1.company1.com) 
o Press OK to submit request 
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FIGURE 26 – SEND REGISTRATION REQUEST 

 
• Status after the request showing status “registration in progress” 

 

 
FIGURE 27 – STATUS REGISTRATION IN PROGRESS 

 

• Status of the Security Server Client is YELLOW while waiting for the approval. 
 

 
FIGURE 28 – STATUS PENDING APPROVAL 
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• After the CamDX Operator approved the request, the status of the Security Server Client will 
turn GREEN. 

 

 
FIGURE 29 – STATUS AFTER THE APPROVAL 

4.10 ADDING A SUBSYSTEM TO SECURITY SERVER 

 
For demonstration purpose, there will be two subsystems added to the security server. A subsystem 

named “OPEN_API” will act as a service provider sharing its API while another subsystem named 
“CONSUMER” will be the one to added to the ACL allowing access to the shared API. 
 

• Open Security Server Clients 
o Press ADD CLIENT 
o Press SELECT CLIENT FROM GLOBAL LIST 
o Press SEARCH 
o Select Member 
o Press OK 

 

 
FIGURE 30 – ADD A SUBSYSTEM 
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FIGURE 31 – ADD A SUBSYSTEM 2 

 

 
FIGURE 32 – ADD A SUBSYSTEM 3 

 

 
FIGURE 33 – ADD A SUBSYSTEM 4 

 
In this scenario, the subsystem is a service provider sharing their “OPEN_API” (the subsystem code 

is provided by CamDXOperator) to the other CamDX members. The status is YELLOW pending approval 
from the CamDX Operator and will turn GREEN after the approval. 
 

Repeat adding the subsystem “CONSUMER”. 
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FIGURE 34 – ADD A SUBSYSTEM 5 

 

4.11 ADDING CERTIFICATE FOR TLS CONNECTION BETWEEN INFORMATION 

SYSTEM AND SECURITY SERVER 

 
For demonstration, the open api to expose will be https://pumiapp.herokuapp.com/pumi/provinces so 
we download their certificate and upload to security server. 

 
The Certificate of the Information System will need to be uploaded to the Security Server’s Subsystem 

named “OPEN_API” for TLS connection. 
 

 

 
FIGURE 35 – ADDING TLS CERTIFICATE FOR INFORMATION SYSTEM 

 

 

• Open Security Server Clients 
o Select SUBSYSTEM 
o Click Internal Servers 
o Press ADD at INTERNAL TLS CERTIFICATES 

 
 

https://pumiapp.herokuapp.com/pumi/provinces
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FIGURE 36 – UPLOAD INFORMATION SYSTEM CERTIFICATE 

4.12 ADDING A NEW SERVICE TO THE SUBSYSTEM “OPEN_API” 

• Open Security Server Clients 
o Select SUBSYSTEM 
o Click SERVICES 

▪ Press ADD REST 
▪ Enter URL & SERVICE CODE 
▪ Press OK 

 

 
FIGURE 37 – ADDING A SERVICE TO SUBSYSTEM 

 
• Select SERVIC CODE => Press ENABLE 
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FIGURE 38 – ENABLING SERVICE 

 
• Click + to expand 

o Select SERVICE CODE – “heroku” 
o Press ACCESS RIGHTS 
o Press ADD SUBJECTS 
o Press SEARCH 
o Select “CONSUMER” to be added to the ACL 
o Press ADD SELECTED TO ACL 

 

 
FIGURE 39 – ADDING SUBSYSTEM TO THE ACL 
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FIGURE 40 – ADDING SUBSYSTEM TO THE ACL 2 

 

 
FIGURE 41 – ADDING SUBSYSTEM TO THE ACL 3 

 

 
FIGURE 42 – ADDING SUBSYSTEM TO THE ACL 4 



CamDX Operator    

  

26 
High Availability Security Server Installation with External Load Balancer 

4.13 ADDING CERTIFICATE FOR TLS CONNECTION BETWEEN CONSUMER SYSTEM 

AND SECURITY SERVER 

 
For demonstration purpose, the consumer system’s certificate will be self-signed and upload to the 

Security Server’s Subsystem named “CONSUMER” for TLS connection. 
 

 

 
FIGURE 43 – ADDING TLS CERTIFICATE FOR INFORMATION SYSTEM 

 

• Open Security Server Clients 
o Select SUBSYSTEM - CONSUMER 
o Click Internal Servers 
o Press ADD at INTERNAL TLS CERTIFICATES 

 

 
FIGURE 44 – UPLOAD CONSUMER SYSTEM CERTIFICATE 
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FIGURE 45 – UPLOAD CONSUMER SYSTEM CERTIFICATE 2 

 

 
FIGURE 46 – UPLOAD CONSUMER SYSTEM CERTIFICATE 3 

4.14 ACCESS THE OPEN API 

After all the setup and configuration, we may now access the OPEN_API subsystem from the CONSUMER 
subsystem via CamDX Data Exchange Layer. 
 

 
FIGURE 47 – ACCESSING OPEN_API 

TLS TLS 
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• GET https://ss1.company1.com/r1/CAMBODIA/COM/PRO00001/OPEN_API/heroku 

• Header: X-Road-Client: CAMBODIA/COM/PRO00001/CONSUMER 

 
FIGURE 48 – ACCESSING OPEN_API 2 

 

• https://ss1.company1.com/r1/ => Request from Security Server Member that was allowed in the ACL  
• CAMBODIA/COM/PRO00001/OPEN_API/heroku => To Access Service “heroku” on Subsystem 

named “OPEN_API” of Security Server with Member Code “PRO00001”  
• X-Road-Client: CAMBODIA/COM/PRO00001/CONSUMER => ID of Security Server’s Subsystem 

allowed in the ACL 
 
 
 
This looks a bit confusing since both subsystems are on the same security server. Let’s see another 
scenario of two security server communication. 
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FIGURE 49 – SCENARIO 2 ACCESSING OPEN_API 

 

 
 This demo-scenario, the communication is between two Security Servers from different 
organization. The service provider organization is “Techo Startup Center” with Subsystem “OPEN_API” 
sharing Service named “heroku" and the service consumer organization is “COMPANY1 CO LTD” with 
Subsystem “CONSUMER” that was allowed the ACL of “heroku" service. 
 

 
FIGURE 50 – SCENARIO 2 ACCESSING OPEN_API 2 
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• https://ss1.company1.com/r1/ => Request from Security Server Member that was allowed in the ACL  
• CAMBODIA/GOV/CAM00002/OPEN_API/heroku => To Access Service “heroku” on Subsystem 

named “OPEN_API” of Security Server with Member Code “CAM00002”. 
• X-Road-Client: CAMBODIA/COM/PRO00001/CONSUMER => ID of Security Server’s Subsystem 

allowed in the ACL of service “heroku” 
 

5. COMMANDS USED 

 
sudo apt update 
sudo apt upgrade 
sudo timedatectl set-timezone Asia/Phnom_Penh 
sudo adduser camdx-systemadmin 
echo LC_ALL=en_US.UTF-8 | sudo tee -a /etc/environment 
sudo apt-get install locales software-properties-common 
curl http://repository.camdx.gov.kh/repository/camdx-anchors/api/gpg/key/0x04194DBF-pub.asc | sudo apt-key add -  
echo deb [arch=all,amd64] http://repository.camdx.gov.kh/repository/camdx-release bionic main | sudo tee -a /etc/apt/sources.list 
sudo apt-get update 
sudo apt-get install xroad-securityserver 
sudo apt install xroad-addon-proxymonitor 
sudo apt install xroad-addon-opmonitoring 
sudo systemctl restart xroad-opmonitor 

 

6. REFERENCES 

 
X-Road/ig-ss_x-road_v6_security_server_installation_guide.md at camdx-6.23.0 · CamDX/X-Road. (2022). 
Retrieved 26 May 2022, from https://github.com/CamDX/X-Road/blob/camdx-6.23.0/doc/Manuals/ig-
ss_x-road_v6_security_server_installation_guide.md  
  

https://github.com/CamDX/X-Road/blob/camdx-6.23.0/doc/Manuals/ig-ss_x-road_v6_security_server_installation_guide.md
https://github.com/CamDX/X-Road/blob/camdx-6.23.0/doc/Manuals/ig-ss_x-road_v6_security_server_installation_guide.md
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7. SECURITY SERVER REQUIREMENT 

7.1 Hardware: (Minimum Recommended) 

• CPU: 64-bit dual-core Intel 

• RAM: 4GB 

• Network Card: 100 Mbps 

7.2 Software: 

• Operating System: Ubuntu 18.04 LTS x86-64 
o Add System User  

▪ sudo adduser camdx-systemadmin 
• Set the operating system locale. 

o Add following line to the /etc/environment. 
▪ LC_ALL=en_US.UTF-8 

• Ensure that the packages locales and software-properties-common are present 
o sudo apt-get install locales software-properties-common 

• Ensure that the timezone is set to Asia/Phnom_Penh – timedatectl 
o sudo timedatectl set-timezone Asia/Phnom_Penh 

7.3 Network Ports 

It is strongly recommended to protect the security server from unwanted access using a firewall 
(hardware or software based). The firewall can be applied to both incoming and outgoing connections 
depending on the security requirements of the environment where the security server is deployed. It is 
recommended to allow incoming traffic to specific ports only from explicitly defined sources using IP 
filtering. Special attention should be paid with the firewall configuration since incorrect configuration may 
leave the security server vulnerable to exploits and attacks. 

The table below lists the required connections between different components. 

Connection 
Type 

Source Target Target Ports Protocol Note 

Out Security Server Central Server 80, 4001 tcp  

Out Security Server Management Security Server 5500, 5577 tcp  

Out Security Server OCSP Service 80 / 443 tcp  

Out Security Server Timestamping Service 80 / 443 tcp  

Out Security Server 
Data Exchange Partner 
Security Server (Service 
Producer) 

5500, 5577 tcp  

Out Security Server Producer Information System 80, 443, other tcp 

Target 
in the 
internal 
network 
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Connection 
Type 

Source Target Target Ports Protocol Note 

In 
Monitoring 
Security Server 

Security Server 5500, 5577 tcp  

In 

Data Exchange 
Partner Security 
Server (Service 
Consumer) 

Security Server 5500, 5577 tcp  

In 
Consumer 
Information 
System 

Security Server 80, 443 tcp 

Source 
in the 
internal 
network 

In Admin Security Server 4000 tcp 

Source 
in the 
internal 
network 

TABLE 4 – NETWORK PORTS 

7.4 Network Diagram 

The network diagram below provides an example of HA Security Server setup with External Load 
Balancer.  
 

 
FIGURE 51 – NETWORK DIAGRAM 
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8. OVERVIEW 

8.1 Inbound Request from Other Member 

 
 

 
 

FIGURE 52 – INBOUND REQUEST 
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8.2 Outbound Request to Other Member 

 

 

 
FIGURE 53 – OUTBOUND REQUEST 
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8.3 State Replication from Master Security Server to Slaves 

 
• State Replication from the master to the slaves 
• Replicated State:  

• severconf DB: PostgreSQL streaming replication (Hot standby),  
• keyconf replication(softtoken & keyconf): rsync+ssh (scheduled) 
• Other server configuration parameters from /etc/xroad/*: rsync+ssh (schedule) 

• db.properties 
• postgresql/* 
• globalconf/ 
• conf.d/node.ini 

• Non-replicated State:  
• messagelog DB 
• OCSP responses from /var/cache/xroad 

 
 

 
FIGURE 54 – MASTER SLAVES STATE REPLICATION 
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9. INSTALLATION 

9.1 Prerequisites 

In order to properly setup data replication, the slave nodes must be able to connect to: 

• The master server using SSH (tcp port 22), and 

• The master serverconf database (e.g tcp port 5433) 

9.2 Master Installation Steps 

• Install the CamDX Security Server packages using the normal installation guideline or use an 
existing standalone node. 

• Stop the CamDX Security Server services. By using command: sudo systemctl stop "xroad-*" 

• Data Replication Setup - Create a separate PostgreSQL instance for the serverconf database 

• Change /etc/xroad/db.properties to point to the separate database instance 
o serverconf.hibernate.connection.url: change the url port number from 5432 to 5433 (or 

the port you specified) 
o serverconf.hibernate.connection.password: Change to match the master db's password 

(in plaintext) 

• Data Replication Setup - Configuration file replication (3.4.1, 3.4.3, 3.4.4) 

• Configure the node type as master in /etc/xroad/conf.d/node.ini 
o [node] 
o type=master 

• Change the owner and group of the file to xroad:xroad if it is not already 

• Start the CamDX Security Server services 

9.3 Slave Installation Steps 

• Install the CamDX Security Server packages using the normal installation guideline or use an 
existing standalone node. 

• Stop the CamDX Security Server services. By using command: sudo systemctl stop "xroad-*" 

• Data Replication Setup - Create a separate PostgreSQL instance for the serverconf database 

• Change /etc/xroad/db.properties to point to the separate database instance 
o serverconf.hibernate.connection.url: change the url port number from 5432 to 5433 (or 

the port you specified) 
o serverconf.hibernate.connection.password: Change to match the master db's password 

(in plaintext) 

• Data Replication Setup - Configuration file replication (3.4.2, 3.4.3, 3.4.4) 

• Configure the node type as master in /etc/xroad/conf.d/node.ini 
o [node] 
o type=slave 

• Change the owner and group of the file to xroad:xroad if it is not already 

• Start the CamDX Security Server services 
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9.4 Data Replication Setup 

9.4.1 Create a Separate PostgreSQL Instance for serverconf Database on 

Master Node 

 
#Setting up TLS Certificate for Database Authentication: 

##Generate the Certificate Authority Key and a self-signed Certificate for the root-of-trust 

openssl req -new -x509 -days 7300 -nodes -sha256 -out ca.crt -keyout ca.key -subj '/O=COMPANY1 CO LTD/CN=CA' 

 

##Generate Keys and Certificates signed by the CA for each PostgreSQL Instance, including the master. Do not use 

the CA certificate and key as the database certificate and key 

openssl req -new -nodes -days 7300 -keyout server.key -out server.csr -subj "/O=COMPANY1 CO 

LTD/CN=ss1.company1.com" 

openssl x509 -req -in server.csr -CAcreateserial -CA ca.crt -CAkey ca.key -days 7300 -out server.crt 

 

##Copy the Certificates and Keys 

sudo mkdir -p -m 0755 /etc/xroad/postgresql 

sudo chmod o+x /etc/xroad 

sudo cp ca.crt server.crt server.key /etc/xroad/postgresql 

sudo chown postgres /etc/xroad/postgresql/* 

sudo chmod 400 /etc/xroad/postgresql/* 

 

#Create a serverconf database by using the following command: 

sudo -u postgres pg_createcluster -p 5433 10 serverconf 

 

#Configuring the master instance for replication: 

sudo vim /etc/postgresql/10/serverconf/postgresql.conf 

ssl = on 
ssl_ca_file   = '/etc/xroad/postgresql/ca.crt' 
ssl_cert_file = '/etc/xroad/postgresql/server.crt' 
ssl_key_file  = '/etc/xroad/postgresql/server.key' 

listen_addresses = '*'    # (default is localhost. Alternatively: localhost, <IP of the interface the slaves connect to>") 
wal_level = hot_standby 
max_wal_senders   = 3   # should be ~ number of slaves plus some small number. Here, we assume there are two slaves. 
wal_keep_segments = 8   # keep some wal segments so that slaves that are offline can catch up. 

 
 

sudo vim /etc/postgresql/10/serverconf/pg_hba.conf 

hostssl     replication     +slavenode  samenet     cert 

 
systemctl start postgresql@10-serverconf 

sudo -u postgres psql -p 5433 -c "CREATE ROLE slavenode NOLOGIN"; 

sudo -u postgres psql -p 5433 -c "CREATE USER "ss2" REPLICATION PASSWORD NULL IN ROLE slavenode"; 

sudo -u postgres psql -p 5433 -c "CREATE USER serverconf PASSWORD '<password>'"; 

sudo -u postgres pg_dump -C serverconf | sudo -u postgres psql -p 5433 -f – 

sudo -u postgres psql -p 5432 -c "ALTER DATABASE serverconf RENAME TO serverconf_old"; 

sudo vim /etc/xroad/db.properties 

serverconf.hibernate.connection.url = jdbc:postgresql://127.0.0.1:5433/serverconf 

serverconf.hibernate.connection.password = <Passw0rd> 

 
#TLS Certificate for Database Authentication for Slave 

##Generate the Certificate Authority Key and Certificate Signing Request 

openssl req -new -nodes -days 7300 -keyout server_ss2.key -out server_ss2.csr -subj "/O=COMPANY1 CO 

LTD/CN=ss2" 

openssl x509 -req -in server_ss2.csr -CAcreateserial -CA ca.crt -CAkey ca.key -days 7300 -out server_ss2.crt 
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9.4.2 Create a Separate PostgreSQL Instance for serverconf Database on 

Slave Node 

 

 
#Setting up TLS Certificate for Database Authentication: 

##Generate Keys and Certificates signed by the CA for each PostgreSQL Instance, including the master. Do not use 

the CA certificate and key as the database certificate and key 

sudo mkdir -p -m 0755 /etc/xroad/postgresql 

sudo chmod o+x /etc/xroad 

 

##Copy certificates and key from Master to Slave 

sudo scp ca.crt server_ss2.crt server_ss2.key ss2@ip_of_ss_slave/home/ss2         #on Master Node 

sudo mv ca.crt server_ss2.crt server_ss2.key /etc/xroad/postgresql 

sudo chown postgres /etc/xroad/postgresql/* 

sudo chmod 400 /etc/xroad/postgresql/* 

 

#Create a serverconf database by using the following command: 

sudo -u postgres pg_createcluster -p 5433 10 serverconf 

 

#Configuring the slave instance for replication: 

sudo -i 

cd /var/lib/postgresql/10/serverconf 

sudo rm -rf * 

sudo -u postgres PGSSLMODE=verify-ca PGSSLROOTCERT=/etc/xroad/postgresql/ca.crt 

PGSSLCERT=/etc/xroad/postgresql/server_ss2.crt PGSSLKEY=/etc/xroad/postgresql/server_ss2.key 

pg_basebackup -h ip_of_ss_master -p 5433 -U ss2 -D . 

 

sudo vim recovery.conf 

standby_mode = 'on' 

 

primary_conninfo = 'host=ip_of_ss_master port=5433 user=ss2 sslmode=verify-ca 

sslcert=/etc/xroad/postgresql/server_ss2.crt sslkey=/etc/xroad/postgresql/server_ss2.key 

sslrootcert=/etc/xroad/postgresql/ca.crt' 

 

trigger_file = '/var/lib/xroad/postgresql.trigger' 

 
 

sudo chown postgres:postgres recovery.conf 

sudo chmod 0600 recovery.conf 

sudo vim /etc/postgresql/10/serverconf/postgresql.conf 

ssl = on 

ssl_ca_file   = '/etc/xroad/postgresql/ca.crt' 

ssl_cert_file = '/etc/xroad/postgresql/server_ss2.crt' 

ssl_key_file  = '/etc/xroad/postgresql/server_ss2.key' 

 

listen_addresses = localhost 

 

hot_standby = on 

hot_standby_feedback = on 

 
 

sudo systemctl start postgresql@10-serverconf 

sudo vim /etc/xroad/db.properties 

serverconf.hibernate.connection.url = jdbc:postgresql://127.0.0.1:5433/serverconf 

serverconf.hibernate.connection.password = <Passw0rd> 
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9.4.3 Setup SSH between slaves and master 

 
#On slave, generate the ssh key for the xroad user by using the following command: (without a passphrase) 

sudo -i -u xroad 

sudo ssh-keygen -t rsa 

#Copy ssh xroad public key to the Master Node for later adding to /home/xroad-slave/.ssh/authorized_keys 

cat /var/lib/xroad/.ssh/id_rsa.pub 

 

#On Master, setup a system user that can read /etc/xroad a system user has their password disabled and cannot log 

in normally 

sudo adduser --system --shell /bin/bash --ingroup xroad xroad-slave 

sudo mkdir -m 755 -p /home/xroad-slave/.ssh && sudo touch /home/xroad-slave/.ssh/authorized_keys 

#paste the copied id_rsa.pub from SS2 

sudo vim /home/xroad-slave/.ssh/authorized_keys 

 

#On slave, ssh to master with password with user xroad-slave 

xroad@ss2# ssh xroad-slave@ip_of_ss_master 

#Setup periodic configuration synchronization on the slave node (as root) 

sudo vim /etc/systemd/system/xroad-sync.service 

[Unit] 

Description=X-Road Sync Task 

After=network.target 

Before=xroad-proxy.service 

Before=xroad-signer.service 

Before=xroad-confclient.service 

Before=xroad-jetty.service 

[Service] 

User=xroad 

Group=xroad 

Type=oneshot 

Environment=XROAD_USER=xroad-slave 

Environment=MASTER=ip_of_ss_master 

ExecStartPre=/usr/bin/test ! -f /var/tmp/xroad/sync-disabled 

ExecStart=/usr/bin/rsync -e "ssh -o ConnectTimeout=5 " -aqz --timeout=10 --delete-delay --exclude db.properties --exclude 

"/conf.d/node.ini" --exclude "*.tmp" --exclude "/postgresql" --exclude "/nginx" --exclude "/globalconf" --exclude "/jetty" --

delay-updates --log-file=/var/log/xroad/slave-sync.log ${XROAD_USER}@${MASTER}:/etc/xroad/ /etc/xroad/ 

[Install] 

WantedBy=multi-user.target 

WantedBy=xroad-proxy.service 
 

sudo vim /etc/systemd/system/xroad-sync.timer 

[Unit] 

Description=Sync X-Road configuration 

[Timer] 

OnBootSec=60 

OnUnitActiveSec=60 

[Install] 

WantedBy=timers.target 

 

sudo systemctl enable xroad-sync.timer xroad-sync.service         #enable and start service 

sudo systemctl start xroad-sync.timer 

sudo systemctl status xroad-sync.timer            #check service status 

sudo systemctl status xroad-sync.service 
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sudo vim /etc/logrotate.d/xroad-slave-sync 

/var/log/xroad/slave-sync.log { 

        daily 

        rotate 7 

        missingok 

        compress 

        su xroad xroad 

        nocreate 

} 
 

9.4.4 Configure Node Type: (Both Master and Slave) 

 
sudo vim /etc/xroad/conf.d/node.ini      #on master 

[node] 

type=master 

sudo chown xroad:xroad /etc/xroad/conf.d/node.ini 

sudo systemctl start "xroad-*" 

 

sudo vim /etc/xroad/conf.d/node.ini      #on slave 

[node] 

type=slave 

sudo chown xroad:xroad /etc/xroad/conf.d/node.ini 

sudo systemctl start "xroad-*" 
 

9.5 Setup Verification 

9.5.1 Verifying rsync+ssh replication: 

 
To test the configuration file replication, a new file can be added to /etc/xroad or 

/etc/xroad/signer on the master node and verify it has been replicated to the slave nodes in a few 
minutes. Make sure the file is owned by the group xroad. 

touch /etc/xroad/test.txt 
chown xroad:xroad /etc/xroad/test.txt  

 
Alternatively, check the sync log /var/log/xroad/slave-sync.log on the slave nodes and verifying its 
lists successful transfers. 

tail /var/log/xroad/slave-sync.log 
 

 

 
FIGURE 55 – VERIFY RSYNC 
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9.5.2 Verifying database replication: on Master 

 
sudo -u postgres psql -p 5433 -c "select * from pg_stat_replication;" 

 

 
FIGURE 56 – VERIFY DATABASE REPLICATION 

10. EXTERNAL LOAD BALANCER (NGINX) 

10.1 INSTALLATION AND CONFIGURATION 

10.1.1 Installation 

 
sudo apt update 

sudo apt upgrade 

sudo timedatectl set-timezone Asia/Phnom_Penh 

sudo apt install nginx 
 

10.1.2 Configuring Passthrough on port 5500, 5577, 80, and 443 

 
In this High Availability Security Server setup with External Load Balancer, please note that the dns 
record for security server should be resolved to the load balancer for traffic distribution to each servers 
 
DNS:  ss.company1.com => ip_of_load_balancer 
 
Add to the bottom of /etc/nginx/nginx.conf  to include the passthrough configuration file 
 

sudo vim /etc/nginx/nginx.conf 

include /etc/nginx/passthrough.conf; 
 
 

Remove the default configuration file 
 

sudo rm -rf /etc/nginx/sites-enabled/default 
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Create the passthrough configuration file 
 
sudo vim /etc/nginx/passthrough.conf 

stream { 

    # Log Format Configuration 

    log_format basic '$remote_addr [$time_local] ' 

                 '$protocol $status $bytes_sent $bytes_received ' 

                 '$session_time "$upstream_addr" ' 

                 '"$upstream_bytes_sent" "$upstream_bytes_received" "$upstream_connect_time"'; 

    # Log File Configuration 

    access_log /var/log/nginx/ss.company1.com_access.log basic; 

    error_log /var/log/nginx/ss.company1.com_error.log; 

 

    # Upstream Configuration for port 5500, 5577, 80, and 443 

    upstream camdx_5500 { 

        server ip_of_ss_master:5500 max_fails=1 fail_timeout=10s; 

        server ip_of_ss_slave:5500 max_fails=1 fail_timeout=10s; 

    } 

    upstream camdx_5577 { 

        server ip_of_ss_master:5577 max_fails=1 fail_timeout=10s; 

        server ip_of_ss_slave:5577 max_fails=1 fail_timeout=10s; 

    } 

    upstream camdx_80 { 

        server ip_of_ss_master:80 max_fails=1 fail_timeout=1s; 

        server ip_of_ss_slave:80 max_fails=1 fail_timeout=1s; 

    } 

    upstream camdx_443 { 

        server ip_of_ss_master:443 max_fails=1 fail_timeout=1s; 

        server ip_of_ss_slave:443 max_fails=1 fail_timeout=1s; 

    } 

 

    # Server Listener 

    server { 

        listen 5500; 

        proxy_pass camdx_5500; 

        proxy_next_upstream on; 

    } 

    server { 

        listen 5577; 

        proxy_pass camdx_5577; 

        proxy_next_upstream on; 

    } 

    server { 

        listen 80; 

        proxy_pass camdx_80; 

        proxy_next_upstream on; 

    } 

    server { 

        listen 443; 

        proxy_pass camdx_443; 

        proxy_next_upstream on; 

    } 

} 

 
 

Test and Restart nginx  
 

sudo systemctl nginx -t 

sudo systemctl restart nginx 
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11. INSTALLING AND CONFIGURING EXTERNAL OPERATIONAL MONITORING 

11.1 Minimum Requirement 

- 4 GB RAM 
- 100GB-250GB HDD 
- Running Port 2080 (Allow access from Security Servers only) 

11.2 Install a Standalone Security Server 

sudo apt update 

sudo apt upgrade 

sudo timedatectl set-timezone Asia/Phnom_Penh 

sudo adduser camdx-systemadmin 

echo LC_ALL=en_US.UTF-8 | sudo tee -a /etc/environment 

sudo locale-gen en_US.UTF-8 

sudo apt-get install locales software-properties-common 

 

echo deb [arch=all,amd64] http://repository.camdx.gov.kh/repository/camdx-release bionic main | sudo tee -a 

/etc/apt/sources.list 

 

sudo apt-get update 

sudo apt-get install xroad-securityserver 

sudo apt-get install xroad-opmonitor 
 

#Stop Some Services 

sudo systemctl stop xroad-proxy 

sudo systemctl stop xroad-jetty 

sudo systemctl stop xroad-monitor 

 

sudo systemctl disable xroad-proxy 

sudo systemctl disable xroad-jetty 

sudo systemctl disable xroad-monitor 
 

11.3 Configure External Operational Monitoring 

sudo vim /etc/xroad/conf.d/local.ini 

[op-monitor] 

keep-records-for-days = 30 

host = 0.0.0.0 
 

wget http://repository.camdx.gov.kh/repository/camdx-anchors/anchors/CAMBODIA_configuration_anchor.xml 

sudo mv CAMBODIA_configuration_anchor.xml configuration_anchor.xml 

sudo chown –Rf xroad:xroad configuration_anchor 

sudo systemctl restart xroad-opmonitor 
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11.4 Configure Master node for External Operational Monitoring 

 
#On Security Server Master Node, we also need to edit a configuration file at /etc/xroad/conf.d/local.ini 

sudo vim /etc/xroad/conf.d/local.ini 

[op-monitor] 

host = external_operation_monitoring_ip_or_domain_name 
 

#Install xroad-addon-proxymonitor & xroad-addon-opmonitoring - on both Master and Slave 

sudo apt install xroad-addon-proxymonitor 

sudo apt install xroad-addon-opmonitoring 

sudo systemctl restart xroad-opmonitor 

 

sudo systemctl restart xroad-opmonitor 

 

#Stop and Disable the Local Operation Monitoring Service on Master Node 

sudo systemctl stop xroad-opmonitor 

sudo systemctl disable xroad-opmonitor 

 

#On the Slave Node, check at /etc/xroad/conf.d/local.ini if it is replicated, then on the Slave Node 

sudo systemctl restart xroad-opmonitor 

sudo systemctl stop xroad-opmonitor 

sudo systemctl disable xroad-opmonitor 
 

12. CONFIGURATION 

 
Configure Security Server Master Node by following the “Configuration Section” in “Standalone 

Security Server Installation & Configuration Guideline”. 
 

13. REFERENCES 

 
X-Road/ig-xlb_x-road_external_load_balancer_installation_guide.md at camdx-6.23.0 · CamDX/X-Road. 
(2022). Retrieved 30 May 2022, from https://github.com/CamDX/X-Road/blob/camdx-
6.23.0/doc/Manuals/LoadBalancing/ig-xlb_x-road_external_load_balancer_installation_guide.md  
 
 
 
 
 
 

 

https://github.com/CamDX/X-Road/blob/camdx-6.23.0/doc/Manuals/LoadBalancing/ig-xlb_x-road_external_load_balancer_installation_guide.md
https://github.com/CamDX/X-Road/blob/camdx-6.23.0/doc/Manuals/LoadBalancing/ig-xlb_x-road_external_load_balancer_installation_guide.md
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1. INTRODUCTION 

With increasingly adoption of Cambodia Data Exchange (CamDX) for secure data exchange over 
public internet, the CamDX Operator has established guidelines to help members create a secured 
technology ecosystem. Despite the fact that data exchange via CamDX is secured, we still need to 
make sure that both members (provider & consumer) meet a set security requirements. 

 
The guidelines are primarily expected to enhance the safety, security, and efficiency of members’ 
operations, which will benefit the ecosystem as a whole.  

 
Members may have already implemented some or many of the key areas indicated in this 
guideline. It is recommended to conduct the gap analysis between their current status and 
recommendations as laid out in this guideline and put in place a time-bound action plan to 
address the gap and in fulfilment of this guideline. 

1.1 Terms and definitions 

Asset: Any item that has value to the organization. There are many types of assets, e.g. data, 
hardware, software, service providers, personnel, and physical locations. 

Attack: “attempt to destroy, expose, alter, disable, steal or gain unauthorized access to or make 
unauthorized use of an asset”. 

Availability: “property of being accessible and usable upon demand by an authorized entity”. 

Authenticity: “property that an entity is what it claims to be”. 
 
Confidentiality: “property that makes information available or disclosed only to authorized 
individuals, entities or processes”. 

Control: “a measure to modify risk”. 

Event: “occurrence or change of a particular set of circumstances”. 

Integrity: “property of accuracy and completeness”. 

Information security: “preservation of confidentiality, integrity and availability of information”. 

Non-repudiation: “ability to prove the occurrence of a claimed event or action and its originating entities”. 
 
Process: “set of interrelated or interacting activities which transforms inputs into outputs”. 
 
Risk (information security): An information security risk with the potential that threats will 
exploit the vulnerabilities of an information asset and thereby cause harm to an organization. 

Risk assessment (information security): Overall process of risk identification, risk analysis and 
risk evaluation. 

Risk treatment (information security): Process to modify risk – usually involving risk avoidance, 
risk sharing, risk mitigation or risk acceptance. 

Threat: “potential cause of an unwanted incident, which may result in harm”. 

Vulnerability: “weakness of an asset or control that can be exploited by one or more threats”. 
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2. SCOPE 

This Guidline was written for and is applicable to CamDX member that rely on technological 
assets. Its guidelines can be easily implemented by other organizations, whatever their size or 
complexity. 
 
On the basis of CS ISO/IEC 27000:2021, CS ISO/IEC 27001:2021 and CS ISO/IEC 27002:2021 
content, this Guidline describes a series of practical activities that can significantly help with 
establishing or raising information security levels for CamDX member. This will strengthen their 
business and facilitate partnership opportunities within the CamDX ecosystem. 
 
All the listed activities ensure an information security lifecycle within the organization. This 
includes establishing, planning, implementing, operating and improving all related processes, 
based on risk culture and continual improvement. 

3. INFORMATION SECURITY MANAGEMENT 

All information stored and processed by an organization is subject to threats of attack, error, 
nature disaster, etc., and is subject to vulnerabilities inherent in its use. The term information 
security is generally based on information asset which has a value requiring appropriate 
protection against the loss of availability, confidentiality and integrity. Accuracy and 
completeness of information must be available in a timely manner to authorized individuals in 
need is a catalyst for business efficiency.  
 
Before initiating Information security management, it is essential to decide which form should be 
taken, the timeframe and the personnel’s involvement. The earliest initiators should involve 
subject-matter expert as they must set up the bases for all the other activities, and top 
management who should be accountable for establishing the foundations of information security. 
The information security manager is responsible for this task while keeping the system owners 
and information owners updated on the progress of task development. 

3.1 Roles and responsibilities 

It is important to have roles and responsibilities properly assigned. When deciding to take 
measures to define or revise information security management within an organization.  
 
Main roles and related responsibilities for information security management are generally 
described in this paragraph. Note that smaller organizations could give more than one role to the 
same person or outsource these roles. As a prerequisite step for applying this Guidline, CamDX 
member must specifically and formally assign information security roles and responsibilities 
according to its own structure and culture. 
 
Top management 
Having the power to delegate authority and provide resources within the organization, top 
management also hold great responsibility for information security governance which is 
important part of the overall governance. Top management usually includes the Chief Executive 
Officer (CEO), Chief Operating Officer (COO) or board of directors, depending on the 
organization's structure.  
 
Information security committee 
Working together with top management and will be responsible for auditing and monitoring 
activities, the information security committee should meet to deal with several issues related to 
information security, such as: 

• security norms and procedures approval; 
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• risk analysis review and risk treatment plan; 
• audit results and related actions; 
• information security plan monitoring; 
• information security goal and performance indicators; 
• awareness and training sessions planning; 
• emergency response. 

 
Information security officer/manager 
Any high-ranking staff member such as IT manager or Chief Technology Officer with good 
knowledge of information flows can hold this position. The responsibilities usually include: 
identifying budgets, utilizing risk/benefit models for risk estimation and treatment, drafting 
information security policies and procedures, and reviewing the results of monitoring activities. 
Information security awareness, establishment of communication channels and reporting often 
are the responsibility of the information security manager. 
 
System and information owners 
More structured organizations might need to identify a series of individuals to carry out tasks on 
a daily basis, in order to protect the information systems that they control. These are the ‘system 
owners’. However, regardless of information systems, the requirements for data protection 
should be defined by the business owners since they are in charge of processes and data. These 
are the ‘information owners’. Both categories should help the organization by ensuring that 
information security controls are in place and are performing adequately. Normally the owners 
have the modification right to whatever they own, e.g. system update, creating shortcut, etc. 
which could impact the information security of the organization. 
 
Personnel 
It is essential to provide proper training and education to the employees. They should understand 
fully the reasons behind the control environment surrounding them, so the information security 
could be maintained at the right level and not be compromised. Employees and contractors 
should be able to recognize unusual behavior and quickly raise any concerns to the information 
security manager, in order to minimize loss for the organization. Most of the time the potential 
targets of attacks are the employees and contractors so having well educated staff is considered 
an enhancement of overall information security environment. These staff may also be able to turn 
that knowledge and expertise into organizational culture. 

3.2 Asset management 

Before applying any information security measure, CamDX member needs to get an initial clear 
view of which objects really have value for them. Such objects, usually defined as assets, can be 
generally classified under information, which are typically intangible, and other assets which are 
typically tangible. 
 
The main objective of this action is to represent the key assets that are under the control of the 
organization and need protection. This is especially important when identifying relations 
between assets and when defining responsibilities. 
 
Inventory of assets: 
Information assets shall be identified and an inventory of these assets shall be drawn up and 
maintained. The inventory record of each information asset should, at least, include:  

• a clear and distinct identification of the asset 
• relative value to the organization 
• location 
• security/risk classification 
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• asset group 
• owner and 
• designated custodian 

 
Understand the connection between information and other assets: 
Once all main assets are identified, establishing which ones are used for certain information is an 
effective way to understand what needs protection and, later on, how much protection it needs. 

The right level of access controls should be applied to each information asset. Remember that the 
asset map must be constantly updated along with its access controls to build and maintain a 
consistent perspective of the security requirements. The additional controls to protect the 
information assets should include, but not limited to: 

• service level management 
• vendor management 
• capacity management and 
• configuration management 

3.3 Information security risk management 

Risk management is the ongoing process of identifying, assessing, and responding to risk. To 
manage risk, CamDX member should understand the likelihood that an event will occur and the 
potential resulting impacts. With this information, member can determine the acceptable level of 
risk for achieving their organizational objectives and can express this as their risk tolerance. 
 
With an understanding of risk tolerance, member can prioritize cybersecurity activities, enabling 
them to make informed decisions about cybersecurity expenditures. Implementation of risk 
management programs offers member the ability to quantify and communicate adjustments to 
their cybersecurity programs. CamDX member may choose to handle risk in different ways, 
including mitigating the risk, transferring the risk, avoiding the risk, or accepting the risk, 
depending on the potential impact to the delivery of critical services. 
 
Some of the world leading cyber security risk assessment frameworks have evolved based on five 
key principles: identify, detect, protect, respond and recover. These Functions are not intended 
to form a serial path or lead to a static desired end state. Rather, the Functions should be 
performed concurrently and continuously to form an operational culture that addresses the 
dynamic cybersecurity risk. 
 

• Identify – Develop the organizational understanding to manage cyber security risk to 
systems, assets, data, and capabilities. The activities in the Identify principle are 
foundational for effective use of the Framework. Understanding the business context, the 
resources that support critical functions and the related cyber security risks enables an 
organization to focus and prioritize its efforts, consistent with its risk management 
strategy and business needs. 

 
• Protect: Develop and implement the appropriate safeguards to ensure delivery of critical 

infrastructure services. The Protect principle supports the ability to limit or contain the 
impact of a potential cyber security event. 

 
• Detect: Develop and implement the appropriate activities to identify the occurrence of a 

cybersecurity event. The Detect principle enables timely discovery of cybersecurity 
events. 
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• Respond: Develop and implement the appropriate activities to take action regarding a 
detected cyber security event. The Respond principle supports the ability to contain the 
impact of a potential cyber security event and 

 
• Recover: Develop and implement the appropriate activities to maintain plans for 

resilience and to restore any capabilities or services that were impaired due to a cyber 
security event. The Recover principle supports timely recovery to normal operations to 
reduce the impact from a cyber security event. 

4. INFORMATION SECURITY POLICIES 

CamDX member needs to put in place an approved Information Security Policy and must identify 
and implement appropriate information security management measures or practices keeping in 
view their business needs. Given the critical role of technology as part of its business, member 
needs to subject them to suitable controls across their lifecycle. The specified policy should 
include, but not be limited to the following: 
 
Information security must uphold confidentiality, integrity and availability (known as the CIA 
triad) as the core principles. 

• Confidentiality: “property that information is not made available or disclosed to unauthorized 
individuals, entities, or processes”. 

• Integrity: “property of accuracy and completeness”. 
• Availability: “property of being accessible and usable on demand by an authorized entity” 

 
Other principles such as authenticity, non-repudiation, identification, authorization, accountability 
and auditability are also becoming key considerations for practical security implementations. 

• Authenticity: “property that an entity is what it claims to be”. 
• Non-repudiation: “ability to prove the occurrence of a claimed event or action and its 

originating entities”. 
• Identification: identification is the process by which a subject admits an identity and 

accountability is initiated. 
• Authentication: “provision of assurance that a claimed characteristic of an entity is correct”. 
• Authorization: “the right or a permission that is granted to a system entity to access a 

system resource”. 
• Accountability: “the property that ensures that the actions of an entity may be traced 

uniquely to the entity”. 

4.1 Access control 

Objective: To limit access to information and information processing facilities. 
 
Control 
An access control policy should be established, documented and reviewed based on business and 
information security requirements. 
 
Implementation guidance 
Asset owners should determine appropriate access control rules, access rights and restrictions 
for specific user roles towards their assets, with the amount of detail and the strictness of the 
controls reflecting the associated information security risks. 
 
Access controls are both logical and physical and these should be considered together. Users and 
service providers should be given a clear statement of the business requirements to be met by 
access controls. 



   

  

8 
CamDX Operator 

Information Security Guideline 

The policy should take into account of the following: 
• security requirements of business applications; 
• policies for information dissemination and authorization; 
• consistency between the access rights and information classification policies of systems 

and networks; 
• relevant legislation and any contractual obligations regarding limitation of access to data 

or services; 
• management of access rights in a distributed and networked environment which 

recognizes all types of connections available; 
• segregation of access control roles, e.g. access request, access authorization, access 

administration; 
• requirements for formal authorization of access requests; 
• requirements for periodic review of access rights; 
• removal of access rights; 
• archiving of records of all significant events concerning the use and management of user 

identities and secret authentication information; 
• roles with privileged access. 

 
Other information 
Care should be taken when specifying access control rules to consider: 

• establishing rules based on the premise “Everything is generally forbidden unless 
expressly permitted” rather than the weaker rule “Everything is generally permitted 
unless expressly forbidden”; 

• changes in information labels that are initiated automatically by information processing 
facilities and those initiated at the discretion of a user; 

• changes in user permissions that are initiated automatically by the information system 
and those initiated by an administrator; 

• rules which require specific approval before enactment and those which do not. 
 
It is recommended to consider role based access control, also known as a non-discretionary 
access control, which is an approach used to link access rights with business roles. Additionally, 
two of the frequent principles for the access control policy are: 

• Need-to-know: you are only granted access to the information you need to perform your 
tasks (different tasks/roles mean different need-to-know and hence different access 
profile); 

• Need-to-use: you are only granted access to the information processing facilities (IT 
equipment, applications, procedures, rooms) you need to perform your task/job/role. 

4.2 Network security management 

Objective: To ensure the protection of information in networks and its supporting information 
processing facilities. 

4.2.1 Network controls 

 
Control 
Networks should be managed and controlled to protect information in systems and applications. 
 
Implementation guidance 
Controls should be implemented to ensure the security of information in networks and the 
protection of connected services from unauthorized access. In particular, the following items 
should be considered: 
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• responsibilities and procedures for the management of networking equipment should be 
established; 

• operational responsibility for networks should be separated from computer operations 
where appropriate; 

• special controls should be established to safeguard the confidentiality and integrity of 
data passing over public networks or over wireless networks and to protect the connected 
systems and applications; special controls may also be required to maintain the 
availability of the network services and computers connected; 

• appropriate logging and monitoring should be applied to enable recording and detection 
of actions that may affect, or are relevant to, information security; 

• management activities should be closely coordinated both to optimize the service to the 
organization and to ensure that controls are consistently applied across the information 
processing infrastructure; 

• systems on the network should be authenticated; 
• systems connection to the network should be restricted. 

4.2.2 Security of network services 

 
Control 
Security mechanisms, service levels and management requirements of all network services 
should be identified and included in network services agreements, whether these services are 
provided in-house or outsourced. 
 
Implementation guidance 
The ability of the network service provider to manage agreed services in a secure way should be 
determined and regularly monitored, and the right to audit should be agreed. 
 
The security arrangements necessary for particular services, such as security features, service 
levels and management requirements, should be identified. The organization should ensure that 
network service providers implement these measures. 
 
Network services include the provision of connections, private network services and value added 
networks and managed network security solutions such as firewalls and intrusion detection 
systems. These services can range from simple unmanaged bandwidth to complex value-added 
offerings. 
 
Security features of network services could be: 

• technology applied for security of network services, such as authentication, encryption 
and network connection controls; 

• technical parameters required for secured connection with the network services in 
accordance with the security and network connection rules; 

• procedures for the network service usage to restrict access to network services or 
applications, where necessary. 

4.2.3 Segregation in networks 

 
Control 
Groups of information services, users and information systems should be segregated on 
networks. 
 
Implementation guidance 
One method of managing the security of large networks is to divide them into separate network 
domains. The domains can be chosen based on trust levels (e.g. public access domain, desktop 
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domain, server domain), along organizational units (e.g. human resources, finance, marketing) or 
some combination (e.g. server domain connecting to multiple organizational units). The 
segregation can be done using either physically different networks or by using different logical 
networks (e.g. virtual private networking). 
 
The perimeter of each domain should be well defined. Access between network domains is 
allowed, but should be controlled at the perimeter using a gateway (e.g. firewall, filtering router). 
The criteria for segregation of networks into domains, and the access allowed through the 
gateways, should be based on an assessment of the security requirements of each domain. The 
assessment should be in accordance with the access control policy, access requirements, value 
and classification of information processed and also take account of the relative cost and 
performance impact of incorporating suitable 
gateway technology. 
 
Wireless networks require special treatment due to the poorly defined network perimeter. For 
sensitive environments, consideration should be made to treat all wireless access as external 
connections and to segregate this access from internal networks until the access has passed 
through a gateway in accordance with network controls policy before granting access to internal 
systems. 
 
The authentication, encryption and user level network access control technologies of modern, 
standards based wireless networks may be sufficient for direct connection to the organization’s 
internal network when properly implemented. 

4.3 Mobile devices and remote access 

Objective: To ensure the security of teleworking and use of mobile devices. 

4.3.1 Mobile device policy 

 
Control 
A policy and supporting security measures should be adopted to manage the risks introduced by 
using mobile devices. 
 
Implementation guidance 
When using mobile devices, special care should be taken to ensure that business information is 
not compromised. The mobile device policy should take into account the risks of working with 
mobile devices in unprotected environments. 
 
The mobile device policy should consider: 

• registration of mobile devices; 
• requirements for physical protection; 
• restriction of software installation; 
• requirements for mobile device software versions and for applying patches; 
• restriction of connection to information services; access controls; 
• cryptographic techniques; 
• malware protection; 
• remote disabling, erasure or lockout; 
• backups; 
• usage of web services and web apps. 

 
Care should be taken when using mobile devices in public places, meeting rooms and other 
unprotected areas. Protection should be in place to avoid the unauthorized access to or disclosure 



   

  

11 
CamDX Operator 

Information Security Guideline 

of the information stored and processed by these devices, e.g. using cryptographic techniques and 
enforcing use of secret authentication information. 
 
Mobile devices should also be physically protected against theft especially when left, for example, 
in cars and other forms of transport, hotel rooms, conference centers and meeting places. A 
specific procedure taking into account legal, insurance and other security requirements of the 
organization should be established for cases of theft or loss of mobile devices. Devices carrying 
important, sensitive or critical business information should not be left unattended and, where 
possible, should be physically locked away, or special locks should be used to secure the devices. 
 
Training should be arranged for personnel using mobile devices to raise their awareness of the 
additional risks resulting from this way of working and the controls that should be implemented. 
 
Where the mobile device policy allows the use of privately owned mobile devices, the policy and 
related security measures should also consider: 

• separation of private and business use of the devices, including using software to support 
such separation and protect business data on a private device; 

• providing access to business information only after users have signed an end user 
agreement acknowledging their duties (physical protection, software updating, etc.), 
waiving ownership of business data, allowing remote wiping of data by the organization 
in case of theft or loss of the device or when no longer authorized to use the service. This 
policy needs to take account of privacy legislation. 

 
Other information 
Mobile device wireless connections are similar to other types of network connection, but have 
important differences that should be considered when identifying controls. Typical differences 
are: 

• some wireless security protocols are immature and have known weaknesses; 
• information stored on mobile devices may not be backed-up because of limited network 

bandwidth or because mobile devices may not be connected at the times when backups 
are scheduled. 

 
Mobile devices generally share common functions, e.g. networking, internet access, e-mail and 
file handling, with fixed use devices. Information security controls for the mobile devices 
generally consist of those adopted in the fixed use devices and those to address threats raised by 
their usage outside the organization’s premises. 

4.3.2 Remote access 

 
Control 
A policy and supporting security measures should be implemented to protect information 
accessed, processed or stored at teleworking sites. 
 
Implementation guidance 
Organizations allowing teleworking activities should issue a policy that defines the conditions 
and restrictions for using teleworking. Where deemed applicable and allowed by law, the 
following matters should be considered: 

• the existing physical security of the teleworking site, taking into account the physical 
security of the building and the local environment; 

• the proposed physical teleworking environment; 
• the communications security requirements, taking into account the need for remote 

access to the organization’s internal systems, the sensitivity of the information that will 
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be accessed and passed over the communication link and the sensitivity of the internal 
system; 

• the provision of virtual desktop access that prevents processing and storage of 
information on privately owned equipment; 

• the threat of unauthorized access to information or resources from other persons using 
the accommodation, e.g. family and friends; 

• the use of home networks and requirements or restrictions on the configuration of 
wireless network services; 

• policies and procedures to prevent disputes concerning rights to intellectual property 
developed on privately owned equipment; 

• access to privately owned equipment (to verify the security of the machine or during an 
investigation), which may be prevented by legislation; 

• software licensing agreements that are such that organizations may become liable for 
licensing for client software on workstations owned privately by employees or external 
party users; 

• malware protection and firewall requirements. 
 
The guidelines and arrangements to be considered should include: 

• the provision of suitable equipment and storage furniture for the teleworking activities, 
where the use of privately owned equipment that is not under the control of the 
organization is not allowed; 

• a definition of the work permitted, the hours of work, the classification of information that 
may be held and the internal systems and services that the teleworker is authorized to 
access; 

• the provision of suitable communication equipment, including methods for securing 
remote access; 

• physical security; 
• rules and guidance on family and visitor access to equipment and information; 
• the provision of hardware and software support and maintenance; 
• the provision of insurance; 
• the procedures for backup and business continuity; 
• audit and security monitoring; 
• revocation of authority and access rights, and the return of equipment when the 

teleworking activities are terminated. 
 
Other information 
Teleworking refers to all forms of work outside of the office, including non-traditional work 
environments, such as those referred to as “telecommuting”, “flexible workplace”, “remote work” 
and “virtual work” environments. 

4.4 Technical vulnerability management 

Objective: To prevent exploitation of technical vulnerabilities. 
 
Control 
Information about technical vulnerabilities of information systems being used should be obtained 
in a timely fashion, the organization’s exposure to such vulnerabilities evaluated and appropriate 
measures taken to address the associated risk. 
 
Implementation guidance 
A current and complete inventory of assets is a prerequisite for effective technical vulnerability 
management. Specific information needed to support technical vulnerability management 
includes the software vendor, version numbers, current state of deployment (e.g. what software 
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is installed on what systems) and the person(s) within the organization responsible for the 
software. 
 
Appropriate and timely action should be taken in response to the identification of potential 
technical vulnerabilities. The following guidance should be followed to establish an effective 
management process for technical vulnerabilities: 

• the organization should define and establish the roles and responsibilities associated with 
technical vulnerability management, including vulnerability monitoring, vulnerability 
risk assessment, patching, asset tracking and any coordination responsibilities required; 

• information resources that will be used to identify relevant technical vulnerabilities and 
to maintain awareness about them should be identified for software and other technology 
(based on the asset inventory list); these information resources should be updated based 
on changes in the inventory or when other new or useful resources are found; 

• a timeline should be defined to react to notifications of potentially relevant technical 
vulnerabilities; 

• once a potential technical vulnerability has been identified, the organization should 
identify the associated risks and the actions to be taken; such action could involve 
patching of vulnerable systems or applying other controls; 

• depending on how urgently a technical vulnerability needs to be addressed, the action 
taken should be carried out according to the controls related to change management or 
by following information security incident response procedures; 

• if a patch is available from a legitimate source, the risks associated with installing the 
patch should be assessed (the risks posed by the vulnerability should be compared with 
the risk of installing the patch); 

• patches should be tested and evaluated before they are installed to ensure they are 
effective and do not result in side effects that cannot be tolerated; if no patch is available, 
other controls should be considered, such as: 

o turning off services or capabilities related to the vulnerability; 
o adapting or adding access controls, e.g. firewalls, at network borders; 
o increased monitoring to detect actual attacks; 
o raising awareness of the vulnerability; 

• an audit log should be kept for all procedures undertaken; 
• the technical vulnerability management process should be regularly monitored and 

evaluated in order to ensure its effectiveness and efficiency; 
• systems at high risk should be addressed first; 
• an effective technical vulnerability management process should be aligned with incident 

management activities, to communicate data on vulnerabilities to the incident response 
function and provide technical procedures to be carried out should an incident occur; 

• define a procedure to address the situation where a vulnerability has been identified but 
there is no suitable countermeasure. In this situation, the organization should evaluate 
risks relating to the known vulnerability and define appropriate detective and corrective 
actions. 

 
Other information 
Technical vulnerability management can be viewed as a sub-function of change management and 
as such can take advantage of the change management processes and procedures. Vendors are 
often under significant pressure to release patches as soon as possible. Therefore, there is a 
possibility that a patch does not address the problem adequately and has negative side effects. 
Also, in some cases, uninstalling a patch cannot be easily achieved once the patch has been 
applied. If adequate testing of the patches is not possible, e.g. because of costs or lack of resources, 
a delay in patching can be considered to evaluate the associated risks, based on the experience 
reported by other users. 
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4.5 Physical and environmental security 

Objective: To prevent unauthorized physical access, damage and interference to the organization’s 
information and information processing facilities. 
 
The confidentiality, integrity, and availability of information can be impaired through physical 
access and damage or destruction to physical components. Conceptually, those physical security 
risks are mitigated through zone-oriented implementations. Zones are physical areas with 
differing physical security requirements. The security requirements of each zone are a function 
of the sensitivity of the data contained or accessible through the zone and the information 
technology components in the zone. 
 
The requirements for each zone should be determined through the risk assessment. The risk 
assessment should include, but is not limited to, threats like dust, electrical supply interference, 
electromagnetic radiation, explosives, fire, smoke, theft/destruction, vibration/earthquake, 
water, criminals, terrorism, political issues (e.g. strikes, disruptions) and other threats based on 
the entity’s unique geographical location, building configuration, neighboring environment/ 
entities, etc. 
 
These security controls are applicable to locations where critical information assets are kept, such 
as the data center, disaster recovery site, server room, etc. 
 
Consideration Points 

• Environmental controls: 
o It is important to secure location of critical assets to protect them from natural 

and man-made threats 
o Access to sensitive areas like data centers should be restricted including detailed 

procedures for handling access by internal staff, contracters and visitors and 
o Monitoring mechanisms for the detection of compromises of environmental 

controls relating to temperature, water, smoke, access alarms, service availability 
alerts (power supply, telecommunications, servers), access log reviews, etc. 

• Perimeters of a building or site containing information processing facilities should be 
physically secure (i.e. there should be no gaps in the perimeter or areas where a break-in 
could easily occur); the exterior roof, walls and flooring of the site should be of solid 
construction and all external doors should be suitably protected against unauthorized 
access with control mechanisms, (e.g. bars, alarms, locks); doors and windows should be 
locked when unattended and external protection should be considered for windows, 
particularly at ground level.  

• A manned reception area or other means to control physical access to the site or building 
should be in place; access to sites and buildings should be restricted to authorized personnel only. 

• Physical barriers should, wherever applicable, be built to prevent unauthorized physical 
access and environmental contamination. 

• All fire doors on a security perimeter should be alarmed, monitored and tested in 
conjunction with the walls to establish the required level of resistance in accordance with 
suitable regional, national and international standards; they should operate in accordance 
with the local fire code in a failsafe manner. 

• Suitable intruder detection systems should be installed to national, regional or 
international standards and regularly tested to cover all external doors and accessible 
windows; unoccupied areas should be alarmed at all times; cover should also be provided 
for other areas, e.g. computer room or communications rooms. 

• The date and time of entry and departure of visitors should be recorded, and all visitors 
should be supervised unless their access has been previously approved; they should only 
be granted access for specific, authorized purposes and should be issued with instructions 
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on the security requirements of the area and on emergency procedures. The identity of 
visitors should be authenticated by an appropriate means. 

• Access to areas where confidential information is processed or stored should be 
restricted to authorized individuals only by implementing appropriate access controls, 
e.g. by implementing a two-factor authentication mechanism such as an access card. 

• A physical log book or electronic audit trail of all access should be securely maintained 
and monitored. 

• All employees, contractors and external parties should be required to wear some form of 
visible identification and should immediately notify security personnel if they encounter 
unescorted visitors and anyone not wearing visible identification. 

• External party support service personnel should be granted restricted access to secure 
areas or confidential information processing facilities only when required; this access 
should be authorized and monitored. 

• Access rights to secure areas should be regularly reviewed and updated, and revoked 
when necessary. 

• Where applicable, buildings should be unobtrusive and give minimum indication of their 
purpose, with no obvious signs, outside or inside the building, identifying the presence of 
information processing activities. 

• Physical protection against natural disasters, malicious attack or accidents should be 
designed and applied. 

o Procedures for working in secure areas should be designed and applied. 
o Personnel should only be aware of the existence of, or activities within, a secure 

area on a need to-know basis. 
o Unsupervised working in secure areas should be avoided both for safety reasons 

and to prevent opportunities for malicious activities. 
o Vacant secure areas should be physically locked and periodically reviewed and 
o Photographic, video, audio or other recording equipment, such as cameras in 

mobile devices, should not be allowed, unless authorized. 
• There should be secure storage of media. Controls could include physical and 

environmental controls such as fire and flood protection, limiting access by means of 
physical locks, keypad, passwords, biometrics, etc., labelling, and logged access. 
Management should establish access controls to limit access to media, while ensuring that 
all employees have authorization to access the minimum data required to perform their 
responsibilities. 

4.6 System and Application Security Controls 

There are different types of applications like the network operating systems, databases, 
enterprise resource management systems, customer relationship management systems, all used 
for different business purposes. Users usually access several different types of systems 
throughout their daily tasks making controlling access and providing the necessary level of 
protection on different data types difficult and full of obstacles. This complexity may result in 
unforeseen and unidentified holes in the protection of the entire infrastructure including 
overlapping and contradictory controls, and policy and regulatory noncompliance. There are 
commonly known information systems vulnerability associated with application software, 
whether the software is in-house developed or acquired from an external source. Threat actors 
can potentially use many different paths through the application to cause damage to the business; 
thus it is essential to have strong application controls embedded in an enterprise. 
 
Consideration Points 

• Owner should be assigned to each application, which will usually be the concerned 
business function that uses the application. 
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• It is recommended to test all application systems in the development environment before 
going live production. 

• All critical applications should conduct source code review; at least, this should be after 
every major update. 

• The organization should exercise due diligence in ensuring its applications have 
appropriate security controls, taking into consideration the type of processes and 
complexity of services these applications provide in order to ensure that there is a high 
degree of system and data integrity. 

• Recovery measures, user access and data protection controls, at the minimum, should be 
implemented for such applications. 

• All application systems should have audit trails including the clear allocation of 
responsibilities in this regard. 

• There should be documented standards/procedures for administering the application, 
which are approved by the application owner and kept up-to-date. 

• There should be measures to reduce the risk of theft, fraud, error and unauthorized 
changes to information through measures like supervision of activities and segregation of 
duties. 

• Robust System Security Testing, in respect of critical systems, needs to incorporate, 
among other things, specifications relating to information leakage, business logic, 
authentication, authorization, input data validation, exception/error handling, session 
management, cryptography and detailed logging, as relevant. This needs to be carried out 
at least every year and 

• Restrictions to access should be based on individual business application requirements 
and in accordance with the defined access control policy. The following should be 
considered in order to support access restriction requirements: 

o Providing menus to control access to application system functions 
o Controlling which data can be accessed by a particular user 
o Controlling the access rights of users, e.g. read, write, delete and execute 
o Controlling the access rights of other applications 
o Limiting the information contained in outputs and 
o Providing physical or logical access controls for the isolation of sensitive 

applications, application data, or systems 

4.7 Operations security 

4.7.1 Documented operating procedures 

Control 
Operating procedures should be documented and made available to all users who need them. 
 
Implementation guidance 
Documented procedures should be prepared for operational activities associated with 
information processing and communication facilities, such as computer start-up and close-down 
procedures, backup, equipment maintenance, media handling, computer room and mail handling 
management and safety. 
 
The operating procedures should specify the operational instructions, including: 

• the installation and configuration of systems; 
• processing and handling of information both automated and manual; 
• backup; 
• scheduling requirements, including interdependencies with other systems, earliest job 

start and latest job completion times; 
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• instructions for handling errors or other exceptional conditions, which might arise 
during job execution, including restrictions on the use of system utilities; 

• support and escalation contacts including external support contacts in the event of 
unexpected operational or technical difficulties; 

• special output and media handling instructions, such as the use of special stationery or 
the management of confidential output including procedures for secure disposal of 
output from failed jobs; 

• system restart and recovery procedures for use in the event of system failure; 
• the management of audit-trail and system log information; 
• monitoring procedures. 

 
Operating procedures and the documented procedures for system activities should be treated as 
formal documents and changes authorized by management. Where technically feasible, 
information systems should be managed consistently, using the same procedures, tools and 
utilities. 

4.7.2 Change management 

Control 
Changes to the organization, business processes, information processing facilities and systems 
that affect information security should be controlled. 
 
Implementation guidance 
In particular, the following items should be considered: 

• identification and recording of significant changes; 
• planning and testing of changes; 
• assessment of the potential impacts, including information security impacts, of such 

changes; 
• formal approval procedure for proposed changes; 
• verification that information security requirements have been met; 
• communication of change details to all relevant persons; 
• fall-back procedures, including procedures and responsibilities for aborting and 

recovering from unsuccessful changes and unforeseen events; 
• provision of an emergency change process to enable quick and controlled implementation 

of changes needed to resolve an incident. 
 
Formal management responsibilities and procedures should be in place to ensure satisfactory 
control of all changes. When changes are made, an audit log containing all relevant information 
should be retained. 
 
Other information 
Inadequate control of changes to information processing facilities and systems is a common cause 
of system or security failures. Changes to the operational environment, especially when 
transferring a system from development to operational stage, can impact on the reliability of 
applications. 

4.7.3 Separation of development, testing and operational environments 

Control 
Development, testing, and operational environments should be separated to reduce the risks of 
unauthorized access or changes to the operational environment. 
Implementation guidance 
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The level of separation between operational, testing, and development environments that is 
necessary to prevent operational problems should be identified and implemented. 
 
The following items should be considered: 

• rules for the transfer of software from development to operational status should be 
defined and documented; 

• development and operational software should run on different systems or computer 
processors and in different domains or directories; 

• changes to operational systems and applications should be tested in a testing or staging 
environment prior to being applied to operational systems; 

• other than in exceptional circumstances, testing should not be done on operational 
systems; 

• compilers, editors and other development tools or system utilities should not be 
accessible from operational systems when not required; 

• users should use different user profiles for operational and testing systems, and menus 
should display appropriate identification messages to reduce the risk of error; 

• sensitive data should not be copied into the testing system environment unless equivalent 
controls are provided for the testing system 

 
Other information 
Development and testing activities can cause serious problems, e.g. unwanted modification of 
files or system environment or system failure. There is a need to maintain a known and stable 
environment in which to perform meaningful testing and to prevent inappropriate developer 
access to the operational environment. 
 
Where development and testing personnel have access to the operational system and its 
information, they may be able to introduce unauthorized and untested code or alter operational 
data. On some systems this capability could be misused to commit fraud or introduce untested or 
malicious code, which can cause serious operational problems. 
 
Development and testing personnel also pose a threat to the confidentiality of operational 
information. Development and testing activities may cause unintended changes to software or 
information if they share the same computing environment. Separating development, testing and 
operational environments is therefore desirable to reduce the risk of accidental change or 
unauthorized access to operational software and business data 

4.8 Information security incident management 

Objective: To ensure a consistent and effective approach to the management of information 
security incidents, including communication on security events and weaknesses. 

4.8.1 Responsibilities and procedures 

Control 
Management responsibilities and procedures should be established to ensure a quick, effective 
and orderly response to information security incidents. 
 
Implementation guidance 
The following guidelines for management responsibilities and procedures with regard to 
information security incident management should be considered: 

• management responsibilities should be established to ensure that the following 
procedures are developed and communicated adequately within the organization: 

o procedures for incident response planning and preparation; 
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o procedures for monitoring, detecting, analyzing and reporting of information 
security events and incidents; 

o procedures for logging incident management activities; 
o procedures for handling of forensic evidence; 
o procedures for assessment of and decision on information security events and 

assessment of information security weaknesses; 
o procedures for response including those for escalation, controlled recovery from 

an incident and communication to internal and external people or organizations; 
• procedures established should ensure that: 

o competent personnel handle the issues related to information security incidents 
within the organization; 

o a point of contact for security incidents’ detection and reporting is implemented; 
o appropriate contacts with authorities, external interest groups or forums that 

handle the issues related to information security incidents are maintained; 
• reporting procedures should include: 

o preparing information security event reporting forms to support the reporting 
action and to help the person reporting to remember all necessary actions in case 
of an information security event; 

o the procedure to be undertaken in case of an information security event, e.g. 
noting all details immediately, such as type of non-compliance or breach, 
occurring malfunction, messages on the screen and immediately reporting to the 
point of contact and taking only coordinated actions; 

o reference to an established formal disciplinary process for dealing with 
employees who commit security breaches; 

o suitable feedback processes to ensure that those persons reporting information 
security events are notified of results after the issue has been dealt with and 
closed. 

 
The objectives for information security incident management should be agreed with 
management, and it should be ensured that those responsible for information security incident 
management understand the organization’s priorities for handling information security 
incidents. 
 
Other information 
Information security incidents might transcend organizational and national boundaries. To 
respond to such incidents there is an increasing need to coordinate response and share 
information about these incidents with external organizations as appropriate. 

4.8.2 Reporting information security events 

Control 
Information security events should be reported through appropriate management channels as 
quickly as possible. 
 
Implementation guidance 
All employees and contractors should be made aware of their responsibility to report information 
security events as quickly as possible. They should also be aware of the procedure for reporting 
information security events and the point of contact to which the events should be reported. 
 
Situations to be considered for information security event reporting include: 

• ineffective security control; 
• breach of information integrity, confidentiality or availability expectations; 
• human errors; 
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• non-compliances with policies or guidelines; 
• breaches of physical security arrangements; 
• uncontrolled system changes; 
• malfunctions of software or hardware; 
• access violations. 

 
Other information 
Malfunctions or other anomalous system behavior may be an indicator of a security attack or 
actual security breach and should therefore always be reported as an information security event. 

4.8.3 Reporting information security weaknesses 

Control 
Employees and contractors using the organization’s information systems and services should be 
required to note and report any observed or suspected information security weaknesses in 
systems or services. 
 
Implementation guidance 
All employees and contractors should report these matters to the point of contact as quickly as 
possible in order to prevent information security incidents. The reporting mechanism should be 
as easy, accessible and available as possible. 
 
Other information 
Employees and contractors should be advised not to attempt to prove suspected security 
weaknesses. Testing weaknesses might be interpreted as a potential misuse of the system and 
could also cause damage to the information system or service and result in legal liability for the 
individual performing the testing. 

4.8.4 Assessment of and decision on information security events 

Control 
Information security events should be assessed and it should be decided if they are to be classified 
as information security incidents. 
 
Implementation guidance 
The point of contact should assess each information security event using the agreed information 
security event and incident classification scale and decide whether the event should be classified 
as an information security incident. Classification and prioritization of incidents can help to 
identify the impact and extent of an incident. 
 
In cases where the organization has an information security incident response team (ISIRT), the 
assessment and decision can be forwarded to the ISIRT for confirmation or reassessment. 
 
Results of the assessment and decision should be recorded in detail for the purpose of future 
reference and verification. 

4.8.5 Response to information security incidents 

Control 
Information security incidents should be responded to in accordance with the documented 
procedures. 
 
Implementation guidance 
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Information security incidents should be responded to by a nominated point of contact and other 
relevant persons of the organization or external parties. 
 
The response should include the following: 

• collecting evidence as soon as possible after the occurrence; 
• conducting information security forensics analysis, as required; 
• escalation, as required; 
• ensuring that all involved response activities are properly logged for later analysis; 
• communicating the existence of the information security incident or any relevant details 

thereof to other internal and external people or organizations with a need-to-know; 
• dealing with information security weakness(es) found to cause or contribute to the 

incident; 
• once the incident has been successfully dealt with, formally closing and recording it. 

 
Post-incident analysis should take place, as necessary, to identify the source of the incident. 
 
Other information 
The first goal of incident response is to resume ‘normal security level’ and then initiate the 
necessary recovery 

4.8.6 Learning from information security incidents 

Control 
Knowledge gained from analyzing and resolving information security incidents should be used to 
reduce the likelihood or impact of future incidents. 
 
Implementation guidance 
There should be mechanisms in place to enable the types, volumes and costs of information 
security incidents to be quantified and monitored. The information gained from the evaluation of 
information security incidents should be used to identify recurring or high impact incidents. 
 
Other information 
The evaluation of information security incidents may indicate the need for enhanced or additional 
controls to limit the frequency, damage and cost of future occurrences, or to be taken into account 
in the security policy review process. With due care of confidentiality aspects, anecdotes from 
actual information security incidents can be used in user awareness training as examples of what 
could happen, how to respond to such incidents and how to avoid them in the future. 

4.8.7 Collection of evidence 

Control 
The organization should define and apply procedures for the identification, collection, acquisition 
and preservation of information, which can serve as evidence. 
 
Implementation guidance 
Internal procedures should be developed and followed when dealing with evidence for the 
purposes of disciplinary and legal action. 
 
In general, these procedures for evidence should provide processes of identification, collection, 
acquisition and preservation of evidence in accordance with different types of media, devices and 
status of devices, e.g. powered on or off. The procedures should take account of: 

• chain of custody; 
• safety of evidence; 
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• safety of personnel; 
• roles and responsibilities of personnel involved; 
• competency of personnel; 
• documentation; 
• briefing. 

 
Where available, certification or other relevant means of qualification of personnel and tools 
should be sought, so as to strengthen the value of the preserved evidence. 
 
Forensic evidence may transcend organizational or jurisdictional boundaries. In such cases, it 
should be ensured that the organization is entitled to collect the required information as forensic 
evidence. The requirements of different jurisdictions should also be considered to maximize 
chances of admission across the relevant jurisdictions. 
 
Other information 
Identification is the process involving the search for, recognition and documentation of potential 
evidence. Collection is the process of gathering the physical items that can contain potential 
evidence. Acquisition is the process of creating a copy of data within a defined set. Preservation 
is the process to maintain and safeguard the integrity and original condition of the potential 
evidence. 
 
When an information security event is first detected, it may not be obvious whether or not the 
event will result in court action. Therefore, the danger exists that necessary evidence is destroyed 
intentionally or accidentally before the seriousness of the incident is realized. It is advisable to 
involve a lawyer or the police early in any contemplated legal action and take advice on the 
evidence required. 

4.9 Information security aspects of business continuity management 

Objective: Information security continuity should be embedded in the organization’s business 
continuity management systems. 

4.9.1 Planning information security continuity 

Control 
The organization should determine its requirements for information security and the continuity 
of information security management in adverse situations, e.g. during a crisis or disaster. 
 
Implementation guidance 
An organization should determine whether the continuity of information security is captured 
within the business continuity management process or within the disaster recovery management 
process. Information security requirements should be determined when planning for business 
continuity and disaster recovery. 
 
In the absence of formal business continuity and disaster recovery planning, information security 
management should assume that information security requirements remain the same in adverse 
situations, compared to normal operational conditions. Alternatively, an organization could 
perform a business impact analysis for information security aspects to determine the information 
security requirements applicable to adverse situations. 
 
Other information 
In order to reduce the time and effort of an ‘additional’ business impact analysis for information 
security, it is recommended to capture information security aspects within the normal business 
continuity management or disaster recovery management business impact analysis. This implies 
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that the information security continuity requirements are explicitly formulated in the business 
continuity management or disaster recovery management processes. 

4.9.2 Implementing information security continuity 

Control 
The organization should establish, document, implement and maintain processes, procedures 
and controls to ensure the required level of continuity for information security during an adverse 
situation. 
 
Implementation guidance 
An organization should ensure that: 

• an adequate management structure is in place to prepare for, mitigate and respond to a 
disruptive event using personnel with the necessary authority, experience and 
competence; 

• incident response personnel with the necessary responsibility, authority and competence 
to manage an incident and maintain information security are nominated; 

• documented plans, response and recovery procedures are developed and approved, 
detailing how the organization will manage a disruptive event and will maintain its 
information security to a predetermined level, based on management-approved 
information security continuity objectives 

 
According to the information security continuity requirements, the organization should establish, 
document, implement and maintain: 

• information security controls within business continuity or disaster recovery processes, 
procedures and supporting systems and tools; 

• processes, procedures and implementation changes to maintain existing information 
security controls during an adverse situation; 

• compensating controls for information security controls that cannot be maintained 
during an adverse situation. 

 
Other information 
Within the context of business continuity or disaster recovery, specific processes and procedures 
may have been defined. Information that is handled within these processes and procedures or 
within dedicated information systems to support them should be protected. Therefore an 
organization should involve information security specialists when establishing, implementing 
and maintaining business continuity or disaster recovery processes and procedures. 
 
Information security controls that have been implemented should continue to operate during an 
adverse situation. If security controls are not able to continue to secure information, other 
controls should be established, implemented and maintained to maintain an acceptable level of 
information security. 

4.9.3 Verify, review and evaluate information security continuity 

Control 
The organization should verify the established and implemented information security continuity 
controls at regular intervals in order to ensure that they are valid and effective during adverse 
situations. 
 
Implementation guidance 
Organizational, technical, procedural and process changes, whether in an operational or 
continuity context, can lead to changes in information security continuity requirements. In such 
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cases, the continuity of processes, procedures and controls for information security should be 
reviewed against these changed requirements. 
 
Organizations should verify their information security management continuity by: 

• exercising and testing the functionality of information security continuity processes, 
procedures and controls to ensure that they are consistent with the information security 
continuity objectives; 

• exercising and testing the knowledge and routine to operate information security 
continuity processes, procedures and controls to ensure that their performance is 
consistent with the information security continuity objectives; 

• reviewing the validity and effectiveness of information security continuity measures 
when information systems, information security processes, procedures and controls or 
business continuity management/disaster recovery management processes and 
solutions change. 

 
Other information 
The verification of information security continuity controls is different from general information 
security testing and verification and should be performed outside the testing of changes. If 
possible, it is preferable to integrate verification of information security continuity controls with 
the organization’s business continuity or disaster recovery tests. 

4.10 Audit trails 

CamDX member needs to ensure that audit trails exist for IT assets satisfying the business 
requirements including regulatory and legal requirements, facilitating audit, serving as forensic 
evidence when required and assisting in dispute resolution. This could include, as applicable, 
various areas like transaction with financial consequences, modifications in sensitive master 
data, accessing or copying of sensitive data/information; and granting, modification or revocation 
of systems access rights or privileges for accessing sensitive IT assets. 
 
Audit trails should be secured to ensure the integrity of the information captured, including the 
preservation of evidence. Retention of audit trails should be in line with business, regulatory and 
legal requirements. 
 
Audit and security logs are useful information which facilitates investigations and trouble 
shooting. 
 
Consideration Points 

• Ensure that records of user access are uniquely identified and logged for audit and review 
purposes. 

• Have accountability and identification of unauthorized access is documented. 
• Enable audit logging of system activities performed by privileged users. 
• Protect against unauthorized changes to log information by using appropriate logging 

facility. The operational control should include protection from: 
o alterations to the message types that are recorded 
o log files being edited or deleted and 
o storage capacity of the log file media being exceeded, resulting in either the failure 

to record events or over-writing of past recorded events. 
• Ensure that Network Time Protocol (NTP) server is used to time sync all internal devices. 
• Ensure appropriate logging and monitoring should be applied to enable recording and 

detection of actions that may affect, or are relevant to, information security. 
• Ensure event logs include, when relevant: 

o User IDs 
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o System activities 
o Dates, time and details of key events, e.g. log-on and log-off 
o Device identity or location if possible and system identifier 
o Records of successful and rejected system access attempts 
o Records of successful and rejected data and other resource access attempts 
o Changes to system configuration 
o Use of privileges 
o Use of system utilities and applications 
o Files accessed and the kind of access 
o Network addresses and protocols 
o Alarms raised by the access control system and 
o Records of transactions executed by users in applications and online customer 

transaction 
• Ensure event logging sets the foundation for automated monitoring systems which are 

capable of generating consolidated reports and alerts on system security. 
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Checklist 

 

I, the undersigned, acting on behalf of the organization, hereby declare that the information provided below is true,  

complete and correct. I also understand that in the event of my information being found false or incorrect at any stage, 

 the CamDX membership application for the organization shall be liable to cancellation or termination without notice 

 or any compensation in lieu thereof. 

Name of the organization:  _________________________________________________________________________ 

Name and position of the representative:  ____________________________________________________________ 

Signature _______________________________________Date____________________________________________ 

 

 

 

ឧបសម្ព័ន្ធ៧៖ បញ្ជ ីត្រួរពិនិ្រយគុណភាព និ្ងសុវរថិភាពត្បព័ន្ធបច្ចេកវទិ្យាព័រ៌មាន្ (Information Security Guideline Checklist) 
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The notion for compliance to the guideline, to fill in the “Confirm” section, is as below: 

• 0 : non-compliant (the organization fails to comply with section) 

• 1 : partially compliant (some aspects or parts of the section are met while others are not) 

• 2 : substantially compliant (to a large extent in accordance with the section) 

• 3 : fully compliant (entirely in accordance with the section, which is implemented in an effective manner) 

It is recommended to also provide information in addition to the confirmation status in the “Others” section. 

 

Information Security Guideline Checklist 

Reference Confirmation area, objective and question Results 

Checklist Guideline Section Checklist Question Confirm Others 

1 3. Information security management 

1.1 3.1 Roles and responsibilities Whether roles and responsibilities are defined and 

assigned. 
  

1.2 3.2 Asset management Whether the assets, to be protected, are identified.   

1.3 3.3 Information security risk 

management 

Whether risks to the organization’s information 

and information processing facility, from a process 

involving external party access, is identified and 

appropriate control measures implemented before 

granting access. 
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Reference Confirmation area, objective and question Results 

Checklist Guideline Section Checklist Question Confirm Others 

2 4. Information security policies 

2.1 4.1 Access control Whether an access control policy is developed and 

reviewed based on the business and security 

requirements. 

  

2.2 4.2 Network security management 

2.2.1 4.2.1 Network controls Whether the network is adequately managed and 

controlled, to protect from threats, and to maintain 

security for the systems and applications using the 

network, including the information in transit. 

  

2.2.2 4.2.2 Security of network 

services 

Whether security features, service levels and 

management requirements, of all network services, 

are identified and included in any network services 

agreement. 

  

2.2.3 4.2.3 Segregation in networks Whether groups of information services, users and 

information systems are segregated on networks. 

Whether the network (where business partner’s 

and/ or third parties need access to information 

system) is segregated using perimeter security 

mechanisms such as firewalls. 

Whether consideration is made to segregation of 

wireless networks from internal and private 

networks. 
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Information Security Guideline Checklist 

Reference Confirmation area, objective and question Results 

Checklist Guideline Section Checklist Question Confirm Others 

2.3 4.3 Mobile devices and remote access 

2.3.1 4.3.1 Mobile device policy Whether the risks of working with mobile devices 

in unprotected environments are taken into 

account. 

  

2.3.2 4.3.2 Remote access Whether a policy and supporting security measures 

are implemented to protect information accessed, 

processed or stored at teleworking sites. 

  

2.4 4.4 Technical vulnerability 

management 

Whether timely information about technical 

vulnerabilities of information systems being used is 

obtained. 

Whether the organization’s exposure to such 

vulnerabilities evaluated and appropriate measures 

taken to mitigate the associated risk. 

  

2.5 4.5 Physical and 

environmental security 

Whether a physical border security facility has 

been implemented to protect the information 

processing service. 

Whether entry controls are in place to allow only 

authorized personnel into various areas within the 

organization. 

Whether the rooms, which have the information 

processing service, are locked or have lockable 

cabinets or safes. 
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Information Security Guideline Checklist 

Reference Confirmation area, objective and question Results 

Checklist Guideline Section Checklist Question Confirm Others 

2.6 4.6 System and application 

security controls 

Whether access to information and application 

system functions by users and support personnel is 

restricted in accordance with the defined access 

control policy. 

 

  

2.7 4.7 Operations security 

2.7.1 4.7.1 Documented operating 

procedures 

Whether the operating procedure is documented, 

maintained and available to all users who need it. 

 

 

  

2.7.2 4.7.2 Change management Whether all changes to information processing 

facilities and systems are controlled. 

 

 

  

2.7.3 4.7.3 Separation of 

development, testing and 

operational environments 

Whether the development and testing environment 

are isolated from operational environment.  For 

example, development and production software 

should be run on different computers.  Where 

necessary, development and production networks 

should be kept separate from each other. 
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Information Security Guideline Checklist 

Reference Confirmation area, objective and question Results 

Checklist Guideline Section Checklist Question Confirm Others 

2.8 4.8 Information security incident management 

2.8.1 4.8.1 Responsibilities and 

procedures 

Whether management responsibilities and 

procedures were established to ensure quick, 

effective and orderly response to information 

security incidents.  

Whether monitoring of systems, alerts and 

vulnerabilities are used to detect information 

security incidents. 

  

2.8.2 4.8.2 Reporting information 

security events 

Whether information security events are reported 

through appropriate management channels as 

quickly as possible.  

Whether formal information security event 

reporting procedure, Incident response and 

escalation procedure are developed and 

implemented. 

  

2.8.3 4.8.3 Reporting information 

security weaknesses 

Whether there exists a procedure that ensures all 

employees of information systems and services are 

required to note and report any observed or 

suspected security weakness in the system or 

services. 

  

2.8.4 4.8.4 Assessment of and 

decision on information 

security events 

Whether the Information security events are 

assessed and decided if they are to be classified as 

information security incidents. 
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Information Security Guideline Checklist 

Reference Confirmation area, objective and question Results 

Checklist Guideline Section Checklist Question Confirm Others 

2.8.5 4.8.5 Response to 

information security 

incidents 

Whether the information security incidents are 

responded to by a nominated point of contact 

and other relevant persons of the organization 

or external parties. 

 

 

  

2.8.6 4.8.6 Learning from 

information security 

incidents 

Whether there is a mechanism in place to identify 

and quantify the type, volume and costs of 

information security incidents.  

Whether the information gained from the 

evaluation of the past information security 

incidents are used to identify recurring or high 

impact incidents. 

 

  

2.8.7 4.8.7 Collection of evidence Whether evidence relating to the incident are 

collected, retained and presented to conform to the 

rules for evidence laid down in the relevant 

jurisdiction(s). 

Whether internal procedures are developed and 

followed when collecting and presenting 

evidence for the purpose of disciplinary action 

within the organization. 
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Information Security Guideline Checklist 

Reference Confirmation area, objective and question Results 

Checklist Guideline Section Checklist Question Confirm Others 

2.9 4.9 Information security aspects of business continuity management 

2.9.1 4.9.1 Planning information 

security continuity 

Whether plans were developed to maintain and 

restore business operations, ensure availability of 

information within the required level in the 

required time frame following an interruption or 

failure to business processes. 

  

2.9.2 
4.9.2 Implementing 

information security 

continuity 

Whether the plan considers identification and 

agreement of responsibilities, identification of 

acceptable loss, implementation of recovery and 

restoration procedure, documentation of procedure 

and regular testing. 

  

2.9.3 4.9.3 Verify, review and 

evaluate information security 

continuity 

Whether Business continuity plans are tested 

regularly to ensure that they are up to date and 

effective. 

Whether business continuity plan tests ensure that 

all members of the recovery team and other 

relevant staff are aware of the plans and their 

responsibility for business continuity and 

information security and know their role when plan 

is evoked. 
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Information Security Guideline Checklist 

Reference Confirmation area, objective and question Results 

Checklist Guideline Section Checklist Question Confirm Others 

2.10 4.10 Audit trails 

 

 

 

 

Whether there exist the audit trails for IT assets 

satisfying the business requirements including 

regulatory and legal requirements, facilitating 

audit, serving as forensic evidence when required 

and assisting in dispute resolution. 
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1. INTRODUCTION 

CamDigiKey is a E-KYC service provider focusing on convenience and security for users. Basically, 

users need to register themselves to the application by providing their faces and identity documents 

such as ID card or passport. Once the user’s account is approved, they can use CamDigiKey mobile 

application to login to any CamDigiKey partner’s portals. 

For organization or institution, CamDigiKey provides open KYC verification APIs which enable fast 

user on board on the organization or institution’s platform. The open KYC verification APIs consist 

of checking user info and face against data from Ministry of Interior (MOI) and verifying user liveness 

to ensure user is a real human. 

This document will focus on integration with CamDigiKey as authentication/authorization and the 

usage of open KYC verification APIs via Cambodia Data eXchange (CamDX). 

2. OPEN KYC VERIFICATION APIS 
 

Open KYC verification APIs are available over CamDX which is an interoperability platform of 

Cambodia government. The KYC verification APIs consist of 5 APIs: 

Request Based URL: 

http(s)://{REQUESTER_SS_MEMBER_ADDR}/r1/CAMBODIA/GOV/{CAMDIGIKEY_MEMBER_CO
DE}/CAMDIGIKEY_KYC 

Request Header: 

X-Road-Client: 
CAMBODIA/GOV/{REQUESTER_SS_MEMBER_CODE}/{REQUESTER_SS_SUBSYSTEM_CODE} 

 

Environment CAMDIGIKEY_MEMBER_CODE 

DEVELOPMENT CAMDX-20201222 

PRODUCTION CAMDX-00003  

 

Example:  

DEVELOPMENT:  

http(s)://dev.ss.camdx.gov.kh:8443/r1/CAMBODIA/GOV/CAMDX-20201222/CAMDIGIKEY_KYC  

PRODUCTION:  

http(s)://ss.camdx.gov.kh/r1/CAMBODIA/GOV/CAMDX-000003/CAMDIGIKEY_KYC 
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2.1 VERIFY USER INFO 

No Verification between submitted information with MOI information 

1 

API Endpoint http(s)://{request_base_url}/info 

Method POST 

Format JSON 

Request params 

{ 

    "idNumber" : "id_number", 

    "firstNameKh" : "first_name_kh", 

    "lastNameKh" : "last_name_kh", 

    "firstNameEn" : "first_name_en", 

    "lastNameEn" : "last_name_en", 

    "gender" : "M_or_F", 

    "dob" : "yyyy-MM-dd", 

    "issuedDate" : "yyyy-MM-dd", 

    "expiredDate" : "yyyy-MM-dd" 
} 

Response 
payload 

{ 

    "error": 0, 

    "message": "Successfully", 

    "data": { 

        "idNumber": "id_number", 

        "score": 1, #Range [0,1] 

        "incorrectFields": [requested_fields_or_empty] 

    } 

} 
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6 
CamDigiKey KYC Verification Open APIs 

2.2 Verify User Info and User Face 

No Verification between submitted user information include face image with MOI information 

2 

API Endpoint http(s)://{request_base_url}/info-face 

Method POST 

Format JSON 

Request params 

{ 

    "userInfo" : { 

        "idNumber" : "id_number", 

        "firstNameKh" : "first_name_kh", 

        "lastNameKh" : "last_name_kh", 

        "firstNameEn" : "first_name_en", 

        "lastNameEn" : "last_name_en", 

        "gender" : "M_or_F", 

        "dob" : "yyyy-MM-dd", 

        "issuedDate" : "yyyy-MM-dd", 

        "expiredDate" : "yyyy-MM-dd" 

    }, 

    "faceImg" : "base_64_content" 

} 
 

Response 
payload 

{ 

    "error": 0, 

    "message": "Successfully", 

    "data": { 

        "userInfo": { 

            "idNumber": "id-card-number", 

            "score": 1, #Range [0,1] 

            "incorrectFields": [] 

        }, 

        "faceMoiScore": 0.9792682 # Range [0,1] 

    } 

} 
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CamDigiKey KYC Verification Open APIs 

2.3 Verify User Info, ID Card and User Face 

No 
- Verification with submitted document, face verification with retrieved image from MOI 
- Verification of submitted information with MOI information 

3 

API Endpoint http(s)://{request_base_url}/info-face-idcard 

Method POST 

Format JSON 

Request params 

{ 

    "userInfo" : { 

        "idNumber" : "id_number", 

        "firstNameKh" : "first_name_kh", 

        "lastNameKh" : "last_name_kh", 

        "firstNameEn" : "first_name_en", 

        "lastNameEn" : "last_name_en", 

        "gender" : "M_or_F", 

        "dob" : "yyyy-MM-dd", 

        "issuedDate" : "yyyy-MM-dd", 

        "expiredDate" : "yyyy-MM-dd" 

    }, 

    "faceImg" : "base_64_content", 

    "idImage" : "base_64_content" 
} 

Response 
payload 

{ 

    "error": 0, 

    "message": "Successfully", 

    "data": { 

        "userInfo": { 

            "idNumber": "id_number", 

            "score": 1, #Range[0,1] 

            "incorrectFields": [] 

        }, 

        "faceDocumentScore": 0.9457877, #Range[0,1] 

        "faceMoiScore": 0.9792682 #Range[0,1] 

    } 

} 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



CamDX Operator  Release V2.0.0  

  

8 
CamDigiKey KYC Verification Open APIs 

2.4 Verify User Info, ID Card Image, and Liveness 

No 
- Liveness verification check, face verification with submitted document, face verification with 

retrieved image from MOI  
- Verification of submitted information with MOI information 

3 

API Endpoint http(s)://{request_base_url}/info-idcard-liveness 

Method POST 

Format JSON 

Request params 

{    

#1: turn face to the left, 2: turn face to the right, 3: nod the 

head 

    "actions":["2","1","3"],  

    "userInfo" : { 

        "idNumber" : "id_number", 

        "firstNameKh" : "first_name_kh", 

        "lastNameKh" : "last_name_kh", 

        "firstNameEn" : "first_name_en", 

        "lastNameEn" : "last_name_en", 

        "gender" : "M_or_F", 

        "dob" : "yyyy-MM-dd", 

        "issuedDate" : "yyyy-MM-dd", 

        "expiredDate" : "yyyy-MM-dd" 

    }, 

    "idImage" : "base_64_content", 

    "liveness" : "base_64_content" 

} 

Response 
payload 

{ 

    "error": 0, 

    "message": "Successfully", 

    "data": { 

        "userInfo": { 

            "idNumber": "010682723", 

            "score": 1, 

            "incorrectFields": [] 

        }, 

        "livenessScore": 0.9248705, 

        "faceDocumentScore": 0.94440883, 

        "faceMoiScore": 0.9769943 

    } 

} 
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CamDigiKey KYC Verification Open APIs 

2.5 Khmer ID Card OCR 

No OCR extracts user's information from submitted identification image 

3 

API Endpoint http(s)://{request_base_url}/ocr-idcard 

Method POST 

Format JSON 

Request params 

{ 

    "idImage" : "base_64_content" 

} 

Response 
payload 

{ 

    "error": 0, 

    "message": "Successfully", 

    "data": { 

        "idNumber" : "id_number", 

               "firstNameKh" : "first_name_kh", 

               "lastNameKh" : "last_name_kh", 

               "firstNameEn" : "first_name_en", 

               "lastNameEn" : "last_name_en", 

               "gender" : "M_or_F", 

               "dob" : "yyyy-MM-dd", 

               "issuedDate" : "yyyy-MM-dd", 

               "expiredDate" : "yyyy-MM-dd" 

         "MRZ1" : "String", 

        "MRZ2" : "String", 

        "MRZ3" : "String", 

    } 

} 

 

3. CONTACT US 

• Email: camdx-info@techostartup.center 

• Address: Floor 11, Business Development Center, OCIC Blvd, Sangkat Chroy Changvar, Khan 

Chroy Changvar, Phnom Penh, Cambodia 

 

 

 




